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Abstract. In recent years, attackers have easily gained considerable information
on companies and individuals using open source intelligence (OSINT), thereby
increasing the threat of targeted attacks. In light of such a situation, modeling
the synergistic effect of OSINT and targeted attacks will be an effective
measure against these attacks. In this paper, we formulate a state transition
model that defines the process by which attackers gather a target’s information
by using OSINT tools. Then we categorize the targeted e-mails that the
attackers can generate in each state. The results of the analysis can be used by
the victims to estimate the extent of attacks from the contents of the targeted e-
mails, and to take appropriate measures.

1 Introduction

In recent years, the damage due to targeted e-mail attacks has increased rapidly.
Targeted e-mail attacks are a typical example of social engineering, causing damage
(for example, exploiting information and money, or manipulating PCs illegally) to the
targets by deceiving them. To accomplish a targeted e-mail attack, it is essential to
make the target believe that the targeted e-mail is a regular e-mail, and thus the
attacker attempts to collect information about the targeted person.

Regarding information gathering, previously attackers had to gather information on
the target through their own exertions. Typical data collection methods include human
intelligence (HUMINT), which pretends to be an administrator or officer to get close
to the target to hear information directly from them or to collect information from
persons around them, and signals intelligence (SIGINT), which eavesdrops
information and communication of the target person. However, in recent years it has
become common practice for companies and users to send information about
themselves over the internet, such as through owned media and social media. It has
been reported that the Web and social media is overflowing with information



pertaining to companies and individuals, and personal identifiable information and
privacy information can be obtained by combining public personal information [1],
[2]. This information-gathering method is called Open Source Intelligence (OSINT),
and there are several tools that support OSINT activities. By using OSINT tools,
attackers can create targeted e-mails that are more credible (the target can be more
easily deceived), and hence, the threat of targeted e-mail attacks is much greater than
before. From the defender's point of view, it is important to consider the target e-mail
attacks that use OSINT techniques beforehand [3].

In view of this situation, this study attempts to model the synergistic effect of
OSINT and targeted e-mail attacks. Specifically, assuming a targeted e-mail attack [3]
using OSINT tools, we formulate a "state transition model" that defines the process
by which attackers gather information of the target person using OSINT tools.
Furthermore, in each state, we categorize targeted e-mails that the attackers can
generate. The results of this analysis provide effective knowledge for the victims to
estimate the depth of the attack from the contents of targeted e-mails, and to take
measures for restoration accordingly. Moreover, in the future, because OSINT tools
will be developed and fully supported by artificial intelligence (Al), attackers will
carry out targeted e-mail attacks by misusing Al. The findings of this study can be a
foothold in analyzing the synergistic effect of Al and targeted e-mail attacks.

2 Targeted E-mail Attack Using OSINT

2.1 Advancement of Social Engineering by OSINT

OSINT is an abbreviation for open source intelligence, and refers to intelligence
activities collecting necessary information from published information. The published
information (hereinafter referred to as "OSINT data") includes a wide range of
information, for example, newspaper reports, and information written from
government officials to telephone directories. In recent years, many individuals and
companies have transmitted information related to themselves on the social media and
Web, and enormous OSINT data related to individuals and companies is now easily
available.

OSINT data is useful information for purposes such as economic forecasting and
epidemic analysis. However, OSINT data is also useful in targeted e-mail attacks,
more precisely, for attackers who utilize social engineering. It is reported that
personal and privacy information can be obtained by combining OSINT data [4], and
tools that support OSINT activities are also available [5]. Attackers can now collect
information on target persons using OSINT data without performing "troublesome
intelligence activities" such as HUMINT and SIGINT. By using the information, an
attacker can create a targeted e-mail with high credibility (the target can be deceived
easily).

Below, we explain these threats with concrete examples. The underlined parts
correspond to the OSINT data.

[Concrete Examples]



Assume that the attacker sends a targeted e-mail to Mr. A who is a university

professor in Japan.

1.  The attacker uses the name of Mr. A to search the e-mail address on the Web,
and obtains the e-mail address whose domain is "*.ac.jp".

2. The attacker searches related web pages using names and e-mail addresses, and
examines _his researches and achievements from his website.

3. The attacker continues to investigate the related web pages and obtains
information that Mr. A previously gave a lecture at company X.

4. The attacker searches the Web about company X to examine the related web
pages, and obtains information such as the e-mail naming convention that the
employee use or the business that they are focusing on currently.

5. The attacker pretends to be an employee of company X by e-mail spoofing. The
e-mail body includes something like the following; “your lecture was great,”
“our project currently focused on is related to Mr. A's research,” “we wish you
to talk again for our company,” “we would like you to see the attached file for
details.” Then the attacker attaches a PDF file containing the exploit code and
sends the e-mail to Mr. A.

Although the attacker in this scenario initially had only information on Mr. A's name

and profession, they were eventually able to collect considerable OSINT data from

the Web. As a result, the attacker succeeded in creating a targeted e-mail with high

credibility as shown in Step 5.

2.2 OSINT Tools

OSINT tools are software used to obtain OSINT data related to the search object
efficiently, from the enormous OSINT data available on the Web. Numerous OSINT
tools (such as Maltego and Creepy) have already been released. Below, detailed
operation of OSINT tools will be explained using Maltego and Tinfoleak, which are
representative examples of OSINT tools.

Maltego is a data collection and visualization tool developed by Paterva. When you
enter a name, domain, URL, or a combination these elements, it automatically collects
all kinds of information related to it from the Web. For instance, if you enter the name
"Masakatsu Nishigaki" for Maltego, you will receive a list of phone numbers, e-mail
addresses, and related Web sites in the format shown in Fig. 1. In this instance,
although the social media account could not be found, if there is a matching account
name on Twitter or Facebook, information on the corresponding account can also be
acquired.

In addition, by further inputting the information obtained here, it is possible to
collect information in a chain reaction. For instance, if you enter the domain name
"minamigaki.cs.inf.shizuoka.ac.jp" (Fig. 1) obtained by entering a name in Maltego,
you can obtain the PDF file, related web site, related domain, web server software
information, e-mail address, IP address, and location information obtained from the IP
address (Fig. 2).

In this way, it can be seen that the search operations defined in points 1 to 4 (in the
scenario described in the previous section) can be semi-automatically executed by
Maltego.



Tinfoleak can obtain Twitter ID input information and the following information.
While Maltego searches the whole Web on the Web, Tinfoleak collects information
limited to a specific service (Twitter).

Tinfoleak can obtain the following information by entering a TwitterID. While
Maltego searches on the whole Web, Tinfoleak collects information limited to a
specific service (Twitter).

User basic information (name, image, location, followers, etc.)

Device and operating system

Applications used, and linked social media

Location information (coordinates) given to tweets

Photographs submitted by users

Hash tag used by user and time used

Identification of other users closely related to the user

Topics on which the user is interested (such as hobbies)

These pieces of information can be obtained by thoroughly checking and analyzing
profiles and tweets of target users and interactions with other users, and manually
searching for tweets using location information. Tinfoleak provides such information
automatically and instantaneously.

These OSINT tools are very useful for authorized users to check to what extent the
personal information of its own diffuses, and diagnose the vulnerability of the server
that is used (check the daemon and application version). However, in some cases, it
has other aspects, such as being used by attackers as a tool to support targeted e-mail
attacks (more precisely, for social engineering).

B B B B
@ @ @ @ 1

A @ @ = ezl B B B

Y &l ® B 9
S - . . o = = @® | pomain File  Location
EI EI 1 M 6) @ @ IPa‘:Zress Siurver l??z;i

Name Web Page
’ = ' minamigakics.nf. \L @ Fig. 2. Result 2 by Maltego (Input: Domain)
. /s asKa.acip Phone E-mail

Fig. 1. Result 1 by Maltego (Input: Name)



3 Synergistic Effect of OSINT and Targeted E-mail Attack

3.1  Threat Analysis by State Transition Model

Considering targeted e-mail attacks using the OSINT tools, this paper attempts to
model "the synergistic effect of OSINT tools and targeted e-mail attacks". First, we
formulate the process of gathering information of attack targets using OSINT tools by
attackers as a state transition model. Then, in each state, we categorize targeted e-
mails that the attackers can generate.

In this paper, which is the first step of this research, we focus on the case where the
attack target of the targeted e-mail attack is a "specific individual," and model it
accordingly. We believe that it is possible to model a targeted e-mail attack by
targeting "any member belonging to a specific department” as well, but we prefer to
treat that as the subject of our analysis from now on.

3.2 Transition of Information Held by Attackers

In a targeted e-mail attack using OSINT tools, regarding an attacker,

1. Initially, the attacker enters information about the target that he possesses into
the OSINT tools, and then obtains new information.

2. Furthermore, the attacker enters the information obtained in step 1 into the
OSINT tools to gather information in a chain reaction.

Considering the procedure of attacking, we formulate the process by which the
attackers gather information of the target person using OSINT tools as a "state
transition model."

In the initial state, "information relating to the attack target person,” which is
owned by the attacker, is written as {X0}. When an attacker inputs {X0} to the
OSINT tool and new information X1 related to the attack target can be obtained, the
state changes to {XO0, X1} (from {X0}). The attacker continues to input {X0, X1} to
the OSINT tools, then further (new) information X2 related to the attack target can be
obtained, the state changes to {X0, X1} (from {XO0}). After that, this operation is
repeated.

For instance, in the state in which the attacker possesses the information {name,
phone number} of the target, when information of "address" can be obtained by
inputting "name," "phone number" or both in the OSINT tools, the state transitions
change from {name, phone number} to {name, phone number, address}.

The attacker freely uses arbitrary OSINT tools and repeats the OSINT activities of
the above steps 1 and 2. Here, the OSINT tools group (Recon-NG, Maltego, Creepy,
Metagoofil, Tinfoleak, EmailHarvester, the Harvester, SpiderFoot, and ExifTool),
which are included in Buscador [6], which is a Linux virtual machine for OSINT
collection, is assumed.'

I Each OSINT tool has its own characteristics, and "input information" for the OSINT tool and
"collectable information" obtained as output from the input information are partially different



3.3 Formulation of State Transition Model

When the authors took the attacker's position and tried OSINT activities by

actually using the nine kinds of OSINT tools named in the previous section, it was
possible for "Process of using the OSINT tool by an attacker to collect information on
targets one after another" as a state transition model (Fig. 3).

In the state transition model to be formulated this time, the following assumptions

are provided for simplifying the model.

The type of OSINT data to be considered is confined to name, phone number, e-
mail address, social media account, hobby, location information, friendship,
affiliation organization name, managerial name in the organization, and
organization's public information.

Build a state transition model with the assumption that the attacker holds only
the attack target {name} as the initial state.

Do not consider information that can be inferred from the held information. (For
example, it can be easily guessed that the subject belongs to the educational
institution at the time when it is found that the domain of the mail address to be
attacked is "ac.jp," but this time, do not perform such deductions.)

If you enter the social media account into the OSINT tools, you can always
acquire information on hobbies, location information, and friendships of people
in that account (*a in Fig. 3). (Actually, some people include location
information in tweets on Twitter, whereas some people do not include them at
all. However, for simplicity this time, we will assume that these three pieces of
information are known from the social media in general.)

Several organizations currently publish IR information and the like in web
pages, therefore if you enter an organization's name in the OSINT tools, you will
be able to acquire information related to the names of the executives, business
contents, and group companies (affiliates) (*b in Fig. 3).

Presently we will focus on targeted e-mail attack (targeted attack via e-mail),
therefore we exclude "address," which is information related to postal mail from the

(@)
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SINT data handled.?

for each tool. Due to space limitations, the list of "input information" and "collectable
information" of each OSINT tool is omitted.

When we actually tried OSINT activities, it was rare (only when the customer management
database is in an open state etc., due to misconfiguration etc.,); the case where the address
could be acquired by the OSINT tool. Therefore, excluding addresses in this analysis is
reasonable, also from the meaning that the address is not "information that can be easily
acquired by the OSINT tool."
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Fig. 3. State transition model of the process by which attackers gather information

3.4 Targeted E-mail that Attackers can generate in each State

Typical examples of targeted e-mails that an attacker can create in the four states
(states (3), (4), (7), (10)) in which e-mails can be sent in the state transition model
shown in Fig. 3 are shown in Figs. 4 to 8.

® State (3) (Fig. 4):

In state (3), because the information on the attack target held by the attacker is only
"mail address" and "name," the content of the mail is not dependent on the attack
target person. Although it can be said to be targeted mail because the name is written
in the text of the mail, it is close to the content of general phishing mail.

® State (4) (Fig. 5):

In state (4), an attacker can include the "phone number" of the attack target in the
text of the mail. Even if you have nothing to do with the e-mail, the information
contained in the body of the e-mail is certainly yours, so the possibility that target is
deceived (they may access the link in the e-mail) is thought to be increased. Moreover,
the fear that his/her phone number is known to the sender of the e-mail may cause
anxiety in the target person, and calm judgment will be lost.

In this case, the "address" of the target person was excluded from consideration,
but if the attacker could obtain the address (instead of the telephone number) of the
attack target person, targeted e-mail can be created as shown in Fig. 6.
®  State (7) (Fig. 7):

In state (7), the attacker has acquired information on his/her hobby, position
information, and friendship from the social media account name of the target person,



such that it is able to create a targeted e-mail impersonating a friend of the target. In
this state, it is possible to include the private information of the attack target in the
mail, and it is possible to create a targeted e-mail with high credibility. Furthermore, it
is known that mail sent by a sender impersonating an intimate person is effective to
make the recipient blind [7], hence, the degree of the threat is considered to be high.

®  State (10) (Fig. 8):

In state (10), the attacker can create a targeted e-mail like that was a trigger of the
massive information leakage incident [8] that the Japan Pension Service caused in
May 2015. In case of this incident, the subject and body of the e-mail is included in
the contents of the business and the executive's name in which the Japan Pension
Service published on the web page, thus a highly reliable targeted e-mail was created
and used.

From ABC_customer_support@example.com From FrEEERF@example.com
Subject Password Reset Subject Confirmation of phone number registration

To wkkkikk@foo.com E-mail address To *Ewskk@foo.com E-mail address
Body Dear ____ __m Body Dear__

Thank you for using ABC.com. Thank you for using our service.
We are informing you that we have reset your We are informing you that your phone number
password according te your request. registration has been confirmed.

Customer name: Phone number
If you do not remember changing this setting, T
pliase contact us (malicious UgRL‘;,’. & Customer telephone number: 090-1234-5678

If you want to check the details, please click

We are waiting for your use of ABC.com again. here (malicious URL).

This e-mail address is for delivery anly. Please
do not reply to this message.

This e-mail address is for delivery only. Please
do not reply to this message.

Fig. 4. Targeted e-mail in state (3) Fig. 5. Targeted e-mail in state (4)

From FrkE*+@example.com From FrERrkE@example.com

Subject Announcement of shipping preparation Subject Long time no see! g'hma” add"‘:’SS ((’gMS)
completion T *r et @00 com one number
= Frrrerr@foo.com E-mail address Body ___ . long timi |
Body Dear __ —
‘1‘?71‘###1 how are you?

Thank you very much for using XX shop. I'm guessing that you do fishing everyday haha
We have prepared your shipping preparation o )
for your order, 50 please check. BTW, ¥¥¥, who is friend from university, was

featured'm.the internet news lol
Address
tsender a T
[Sender's Address] 4328011 Shizuoka

[Sender's name] URL: #kkikik
(malicious URL)

*Destination*..... ) .
Try to see it because it is fun.
Oh, | changed the E-mail address (phone

If you do not remember your order information, By -
number), so please register this one!

please check here (malicious URL).

Fig. 6. Targeted e-mail in state in which an Fig. 7. Targeted e-mail in state (7)
attacker has {name, email address, address}




From FEkEEFE@yahoo.co.jp

Subject "Opinion on the review of the welfare pension
fund system(draft)"
To / FedkkEEE@nenkin.go.jp

Body | Dear _.

At the final round of the "Special Expert
Committee on the Employee Pension Fund
System" by the Ministry of Health, Labor and
Welfare held on May 1, the content to ensure
the direction of abolishing the composition
pension fund system was submitted. In
response to this, we submitted an opinion on
the company's annual cooperative "draft plan
for revising the employee pension fund system"
to section chief XXXXX of the Ministry of Health,
Labor and Welfare Pension Bureau Corporate
|| Pension National Pensiorifund on May 5.
Please see attached file. Executive’s

name

Organization's

disclosure
information

URL: Fekkkkhkk
(Yahoo! online storage URL is described)

Fig. 8. Targeted e-mail in state (10) [8]

4  Discussion

4.1 Type of Targeted E-mail in each State

As mentioned in Section 3.1, in this paper, we narrowed down the target of targeted e-
mail attack to "specific individuals," but here we classify "specific individuals" into
three more categories (Table 1). First, the "specific individual" is divided into two
depending on whether or not the attack target is "an individual belonging to a specific
organization." Then, depending on whether or not the attack target is uniquely
specified (whether the number k of persons who can be an attack target is 1 or 2 or
more), the two are further divided into two. As shown in Table 1, the three types
among these are referred to as "specific individual type," "carpet bombing type," and
"specific member type."

For instance, even if an attacker in state (1) could acquire "Gmail address related to
the name of the target person" by the OSINT activities, it is also possible that it is the
mail address of another person with the same name. In other words, in state (3) it
cannot be said that the attack target person can be uniquely identified (Fig. 9). Such a
situation can arise, for instance, when the attacker's purpose is "to deceive one of
multiple persons of the same name." That is, the target type mail in state (3) is sent to
the target of the same name in the same sentence (carpet bombing type).

On the other hand, it can be said that phone numbers and affiliated organizations
are unique information for identifying specific individuals (Fig. 10).> Therefore, the
target type e-mail in the state (4) and the state (8) aims only at the attack target for the
purpose of the attacker "deceiving a specific person”" or "deceiving a specific person
belonging to a specific organization" (Specific personal type, specific member type).

3 In the case of a large-scale organization, there may be people with the same first and last
name, but here we consider an organization of moderate scale.



The tendency of the targeted e-mail type in each state is shown in Fig. 11.

Table 1. Type of targeted mail

Attack target Number of attack target indicated by k
k=1 k>=2
Specific individual Specific individual type Carpet bombing type

Individual belonging to

Specific member type

organization
@ &
John.Doe@gmail.com l /090'1234'5578\
/ John \
Doe
John John.D@gmail.com John.Doe@gmail.com
Doe Fig. 10. State in which an individual can be
@ uniquely identified
J.Doe@gmail.com

Fig. 9. State in which an individual cannot

be uniquely identified

¥

Carpet
bombing type

Specific
member type

State (5)

Name
SNS account

State (2)

State (6)
Name
Hobby
Location
Friend

State (7)

Specific
Individual
type

Phone
number

Name
Hobby
Location

E-mail
Friend :

address

State (3)

Name
E-mailaddress

State (4]

Name
Phane number
E-mail address

State (8)

Name
Organization

State (9)

Name, Organization
Executive’s name

Public information
(Business, Affiliate,
etc.)

State (10)

Name E-mail
Organization

Executive’s name
Publicinformation

(Business, Affiliate, etc.)

address

Fig. 11. Type of targeted e-mail in each state




4.2  Use of This Model and Template

It is expected that state transitions in the process of attackers collecting information
on target persons and typing of targeted e-mails created in each state can be utilized as
the following three findings.

First, it is to grasp the depth of the targeted e-mail attack. When a targeted e-mail is
sent to you, the amount of information the attackers are collecting about you can be
estimated. Moreover, in the future, it is possible to predict what type of targeted e-
mail will be sent when attackers' information gathering progresses. This allows you to
pay attention to the expected target type e-mails, and you can know the possibility
that another attacker will send similar targeted e-mails. Namely, it is considered
useful for risk analysis and advance measures.

Second, it is to grasp what "information about yourself" is disclosed and should be
stopped to prevent attackers from creating highly reliable targeted e-mails. From the
state transition model shown in Fig. 3, for example, it can be seen that it is effective to
refrain from disclosing information in the form of co-occurrence of your name (real
name) and social media account so as not to bring the attacker to the state (7).

Third, it is possible to introduce countermeasures for targeted e-mail attacks
according to the degree of information disclosure of individuals and organizations.
Considering the possibility that targeted e-mail with high credibility may be sent
using more information obtained by OSINT, it is necessary to raise countermeasures
against targeted e-mail attacks.

5 Related Work

Regarding the effectiveness of OSINT in social engineering, studies with respect to
references [3], [9], [10] are being conducted.

Ball et al. mention that there is the possibility that OSINT will be used for social
engineering and criminal activity because the amount of data accumulated all over the
world is exponentially increasing, and further discuss ways to launch spear-phishing
mail attacks on organization employees using OSINT [3]. In the paper, they state that
attackers introduce the OSINT tools for information gathering and describe a method
to use a dedicated tool for spear phishing. Edwards et al. categorized the OSINT data
into two categories, Bootstrap (data used as a trigger for attack) and Accentuator (data
supplementary used to increase the effectiveness of attacks), and they showed how the
data is used in social engineering [9]. They also investigated the extent to which
information such as name of employee, phone number, or e-mail address can be
gathered from OSINT about enterprises responsible for utilities such as water supply,
gas, and electricity. Further, they revealed the threat of social engineering caused by
them.

Silic et al. examined the effectiveness of social engineering using social media for
Fortune 500 companies [10]. Specifically, they utilized OSINT, and created a "fake
social media account" to impersonate an employee of the targeted company, and
became a member of the social media private group composed of regular employees,
then revealed whether it is possible to obtain information from the group. As a result,



it is clear that employees are easily deceived, vulnerable to social engineering, and
that organizations currently do not have any methods to control over security threats
from social media.

In this paper, we survey multiple OSINT tools, and formulate the information
gathering process by attackers as a "state transition diagram," focus on targeted e-mail
attacks and concretely explain how to utilize information in each state (to create
targeted e-mail). Therefore, this paper complements or reinforces the existing
research above-mentioned.

Research on machine learning and social engineering is also being conducted [11].

Singh et al. propose a learning model in which target of targeted attack is CFO
(Chief Financial Officer) of a company and machine prediction predicts whether
person is "able to be targeted (easy to be cheated)" by machine learning [11]. The
learning data is the age and gender of CFO, the number of followers and Tweets on
Twitter, whether phishing is successful via Twitter or LinkedIn, and so on. By
machine learning, it is possible to identify a person who is targeted (deceived) with
80% accuracy, and it is clarified that the evolution of social engineering using it.

Regarding automatic generation of targeted e-mail, Iwata et al. propose analysis
methods of received mails for automatic generation of training e-mails in targeted e-
mail attack training [12]. After analyzing the user's received e-mail BOX, they
confirm what kind of e-mail you trusted and opened, and give a comment such as "It
is similar to an everyday e-mail, but its unnaturalness makes you notice that it is a
targeted e-mail" to the e-mail, then a training e-mail is created. Research conducted
by Singh et al. and Iwata et al. shows that attackers can perform sophisticated social
engineering by utilizing big data technology and Al technology. From now on, it is
important to prepare for sophisticated social engineering and targeted e-mail.

6 Conclusion

In this paper, we formulate the process by which attackers gather information of
targets using the OSINT tools as a state transition model, and categorize targeted e-
mails that attackers can generate in each state.

The obtained findings are used for risk analysis such as grasping the depth of
attack, assuming what type of targeted e-mail may be received by disclosing
information, and selection of required security measures. Briefly, the pre/post-action
measures mentioned above are expected to be possible.

Here, we mainly analyzed "targeted e-mail attacks by targeting a specific
individual." However, we shall further investigate "targeted e-mail attack targeting
organizations" in the future. In addition, although presently only the information that
can be mechanically collected by the OSINT tools was taken into consideration,
information that can be inferred from the information and information that the user
unintentionally made public (for example, such as metadata of the public file) should
also be considered. In the future, we will improve these state transition models by
taking this information into consideration.
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