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Security Protocol Verification System Based on SPIN

SHINYA TANAKA,! FUMIAKI SATO' and TADANORI MIZUNOfT

This paper describes the system which verifies security protocols using SPIN. Jgsang has
already considered verification of security protocols based on SPIN, and there is a problem
about the implementability in conclusion. We restrict the operation of a security protocol
within limits, and developed the system verifying the protocol. The feature of our system is
extension to PROMELA (SPROMELA) for describing security protocols, such as encryption
of a message, and decryption. And, we developed translater which converts SPROMELA to
PROMELA, and which automatically generates the attacker process and the monitor process
checking whether security conditions are broken. When we verify protocols, configuration and
execution of the simulator are unified to the environment of SPIN using GUIL In this envi-
ronment, we verified the Otway-Rees protocol that has wellknown security holes, and derived
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procedure of attack.
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#£1 SPROMELA O
Table 1 Syntax of SPROMELA.
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$message_define(M, flag, ...)
$session_define(. . .)

$security _check(...)

$set(m, M, ...)

$encrypt(m, K, ...)
$decrypt(m, K, ...)
$nonce(ml, m2, ...)
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(ml.k==0)->ml.k=XKa;

(m2.k == Ka)->m2k =0;

(m3.k == 0) -> (m3.v == Na0),

1 SPROMELA §til& PROMELA flili @ %Ik
Fig.1 Mapping SPROMELA to PROMELA.
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proctype Attacker()

{ i _
[E—FA BREOEy v a reiRdy
byte state_AB;
do

I —PA—-a —HB Ay -T0¥
(state_AB <= 0) -> state_AB = 1;
PrAyE-TD
« SE BB, R
* HMAST, EE
*/
BAL—HYFASI—HB Avk-—-T1Yy
(state_AB <= 1) -> state_AB = 2;

2 /* Give Upl! #/
(state_ AB ==

od
}

4) -> break;

2 WRFET O ZAOHEMK

Fig.2 Structure of attaacker process.
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3 Otway-Rees 70} 3L
Fig.3 Otway-Rees protocol.
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Fig.5 Result of random simulation.
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) A —Cs : Nad AB
©y C—>=A :Nc CA Nclke [CA}Ke
(ly A —Cs :Nc CA Nelke [CAlKe

{NaO} Ka {AB}Ka
{
{
Nal {Nc}ka ([CA}ka
{
{
(

(1Y’ Ca—=S : Ne CA Nelke {CA}Ke
Na0 {Nc}Ka CA}Ka
(2 S —+CA : Nc {Kca}Ke [Nec}ke {Kca}Ka {NaO}Ka
3) Cs—™A : Na0 {Kca)}Ka [Na0O]Ka
A L— KaKc: —F, BOER L — < o JLAT ik

VA Kea: L—HHoILAL
CAAB:CrA, A LB Dt v ¥ 3 ¥ BiRT i
{wJkx: .. ZEEKx THESAL

S:
NaO,N¢;Nal : / >~ A
Cx: XDnHD

6 MBS

Fig.6 Example of attack sequence.
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