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A Keylogger Detection Using Dynamic API Inspection
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TATSUYA BABA,* SHUSUKE MAEDA,t TADANORI MIZUNO*#t
and MASAKATSU NISHIGAKIf

This paper proposes a keylogger detection scheme by monitoring APIs employed by key-
logger to capture user’s keyboard input. API inspection is one of efficient ways for keylogger
detection, since the use of keyboard-input-related APIs is a typical behavior found in keylog-
gers. To achieve this, we create a DLL which can detect the use of these APIs. By executing
a program with the DLL, we can check whether the program includes any of these APIs or
not. This paper carries out basic experiments to evaluate its detection rate, false detection
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rate and overhead.
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Table 1 Experimental results for keylogger detection
with the existing products.
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Table 2 Experimental results for false detection with the existing products.
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Fig.1 Flow of keylogger detection.
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MAEADLL {
if (DLL_load) ¢ // DLL m— KB
DetourAttach (Real GetAsyncKeyState,
Mine GetAsyncKeyState ) ;
DetourAttach (Real SetWindowsHookEx,
Mine_SetWindowsHookEXx ) ;
DetourAttach (Real CreateRemoteThread,
Mine CreateRemoteThread ) ;
DetourAttach (Real CreateProcess,
Mine CreateProcess );
} elseif (DLL unload){ / DLL 72— Kk
DetourDetach ( Real GetAsyncKeyState,
Mine GetAsyncKeyState ) ;
DetourDetach ( Real SetWindowsHookEXx,
Mine_SetWindowsHookEx ) ;
DetourDetach ( Real CreateRemoteThread,
Mine CreateRemoteThread ) ;
DetourDetach ( Real_CreateProcess,
Mine CreateProcess ) ;

02 000 DLL
Fig.2 DLL for inspection.
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Mine GetAsyncKeyState ( 5134 ) {
(7P A DR BT — s AT ) {
if (5l#% ==A~Z, 0~9)
alert ;
}
return Real GetAsyncKeyState ( 513 ) ;

Mine SetWindowsHookEx ( 5145 ) {
if (Bl#%k==72m—"L7v7 ){
if( F—R— FAIA v E—VEUEH
Ty I HEALT)
alert ;
else
I FEFT B AICDLL 27 4 v F
AttachParasiteProcess( #7 A DLL );
}
return Real SetWindowsHookEx ( 51%% ) :
}
Mine CreateRemoteThread ( 5144 ) {
| FESRT HRAIZDLL 27 # v F
AttachParasiteProcess( 5 DLL ),
return Real CreateRemoteThread ( 513 );

03 0 APIO0DOOUOOODOODOO
Fig.3 Interception code for each API.

Mine CreateProcess ( Hi~7 mA ) {
return DetourCreateProcessWithDIGEHE 7' = & A, % DLL):

0 4 CreateProcess 00 0000D0OO00OODO

Fig.4 Interception code for CreateProcess.
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Table 3 Experimental results for keylogger detection.
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Table 4 Experimental results for false detection.
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Table 5 Overhead of checking keylogger behavior.
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