A study on Four-panel cartoon CAPTCHA
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A study on Four-panel cartoon CAPTCHA

AKIHIRO UEHARA" TOKUICHIRO SUZUKI®
TAKUMI YAMAMOTO" MASAKASTU NISHIGAKI T

As PCs increasingly acquire the ability to mimic human users, malwares are increasingly
able to successfully negotiate conventional CAPTCHA prompts. In light of this
development, we believe CAPTCHASs should be based on a more advanced human
cognitive processing ability than that presently used. In addition, it is also important to
keep in mind that answering CAPTCHAs is an added annoyance for users, who tend to
find it bothersome to have to prove that they are humans every time they attempt to
access the Web. In consideration of this, CAPTCHAs should be made more enjoyable for
users. To cope with these issues, we have focused on the human ability to understand
humor, and proposed the concept of a new type of Turing test that uses four-panel
cartoons, which would make CATPCHAs fun and enjoyable. However, we have found
that a malware could respond with a correct answer at a rate of one out of every twenty
four tries in this type of CAPTCHA. Moreover, the entertainment value of randomly
arranged four-panel-cartoon has yet to be verified. In this paper, we propose three
modified systems to improve robustness against malwares and to carry out comparative

experiments to confirm the effectiveness of the modifications. Finally, we present a
questionnaire survey to assess the enjoyability of four-panel-cartoon CAPTCHA.
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RERY—ERAFHERZITHI 2 EDWHWW S [DoS : Denial of Service (#—E xR
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X 1 Google THIFH &3 T\ 5 CAPTCHA (3CF%1 CAPTCHA) [2]
Figure 1 Example text recognition based-CAPTCHAs [2]
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SHTLEY. ZofMEC L, AR TX Y &EE2RmE) 25]H LT CAPTCHA
ZE b3 5 FESRF SN TE7Z[5]. T OREM2 LD E L TAsira[6]23dH 5 (K 2).
Asirra TlE, BEOBYMOREFRRL, TORNLEBEEOEBYORZEITES. Flx
X T zE) EWHEBIICH L, WMoz ELSERTLZZEDRTENITAMTH
LLLTHETS. MGOBWREIMT 5) Z LI ABMOBEERBIMA T =X LD—D
ThHY, vV 2 TIZLDREMREFIIRFRTHL EEZEZON TV, LirL, &
IZ72 o> T, Asirta 22 B8 v 72 AT DA HE D e S, BFERE O MBI
BNEST[78]. VU =T ORNOH EIIEEDEZAZHMLRN. ZDb~< L
T RONCEEICRA)EL, AT = TICE D RIERENERE LCHREETH
DANBEOTE Y & E 2R |2 HES W = H1 7272 CAPTCHA OE AN BEN 5.

F7, — 5T, EHo=—% (A I2&>TF=x—V 775 Ak (CAPTCHA)
WKHEIZETHZ 80, BABABTHD ZL2bEDbIRERTNIEVTRNENIE
W, KEARERTEDLWFER] TH 5. Lo T, Fa—1V 75 Ak (CAPTCHA)
%, ERa— (AR ICHEDLEZE L SERVWHR (—HFicL > T ILH#E V)
I nEkvons.

FITEELIITTIL, T2—T7 52T D881 LW o A O SR Z2RB MLz
HAHL, AU =TI X AFmNERFICHET, ER—Y (AM) IZHEbDL I %K
CLatwhewn (—HFictoT DR W]), = Z—F A4 A MEZR L72H LW
&O CAPTCHA Z#EZME L CTW5A. £ LT, TOEHADE - HL L T4a~vEHE AN
7~ CAPTCHA (LI 4 =<2 CAPTCHA L IES) ##REL, EMERICLVZD
FEHAEM 2R L TWAH[9]. 4 =2~ i&H CAPTCHA Tik, TV AL N
4 a<iEm%E, ELWEFRICERS ZENTEZa—V &2 AR EHWT5. AMTH
NIEK v ORRPBFADEREZRA L, Fa~vDIEFZED L IR HH AV R
M=V ONEET D EMARETHD. —FH, I Ea—HlLosTlE, HF—
K A~ DRRLEFOERLERBIT I EnREETCHD. £LTC, mExarBa—
X OEEIERRE S, SHELHEINKEL, Fa~0RLEFOBER LT 5 Z &
MTERELTH, MfAINRES LTHEWVWDON] EWVWH2—FE T BT 52 LA TX
RWRY, arEa—2R4o0a<vEELWERICE XS L0F, B ARIAR
ARV S CTE D, F, BEEZHLCIEFABICE>TELY (¥ —TF
AAYMEERALTND) 728, 4 a2 CAPTCHA ThiviE, EHO=— 3 23F]
FEMEORTEE LD Z L7, DR BLARNG) Fa—VU I T7ANEZT
HIENTEZDHEEBEZLRNS.

L2vL, 4 2<i&Ml CAPTCHA OR47=0 % (4 a~DiF~7) 124 (41) @Y T
HY,24EDHH 1ENT/LY =T H CAPTCHA 2#fi#Zi T T L £ 5. £/ 4 a~i8
B CAPTCHA IZBIF B X —FT A A2 MEICOWTOFMNRE/R THY, 4 a2~
B CAPTCHA IZ R DRMEMEICEEI N R STz, T2 TARTIE, 4 2~ B
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DI, 2 B CHAFEAIZED T4 =<8 CAPTCHA] ([ZOW TSR L, F0ifE
P AH. 3 FETIL 4 =<8 CAPTCHA OFREIIH LW ONDMREKZ 77, 4
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Please select all the cat photos:

EREHem
mEflcEE

M 2 Mg CAPTCHA (Asirra) [6]
Figure 2 Example authentication window for Assira [6]

2. 437 i8HE CAPTCHA

AECTITEFEMNIED 4 =~ B CAPTCHAQIIC > W TR+ 5. 4 a~ &M
CAPTCHA L%, AMOKRbLEERBMLHEDO oL EZ NS 22— T 215
AES1) W72 CAPTCHA THh 5.

21 ayve7
4 2= gl CAPTCHA TiX, 4 a~<EBHOKa~v%E T U X LI ~NBE X TERL,
ELWEFRZEZDZENTEZEEZAME LTHET S, 4 a~vEBHBOZTNEND
AN TUHXAIUREZ LN TNEELTEH, A THOIIEE I vDRRLEFDOE
RAEREL, Fa~DIEFEZED L HICW_EZHHEAWA M=V 2R 5D0EfiEd+ 5
ZEDBAHETHD.
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DERK] EVnolz, BURIBRREEE 2o THN R WEBRPFELA I L THFET L7120,
ERFEOHEMEFHE-STLTH, TOLI RFRULRER (2—F7) £TELHTS
Lo HEh i (w0 =27) ZEETLZZ EIIRTRICGIVWEZZIOND.
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4 2= & CAPTCHA ORGETFNEZ R~ 3.

[Stepl] 4 a~EHE DT — X X—R (Cpg) M HIMIELHIZ 4 a~ Bl Z 1 OBIRT 5.
ITT—ZRX=2FOmEHD 4 a<BHE % Cyp (Cul ME{L,..,|Cpp[}) & KL
T5. (ICollE 7 —ZX—2AhD 4 a~xEBOKEERT D).

[Step2] SRR ST 4 2= C, DA IV DIEFE TV X AW ~_EEZ D (V% v
TNT D). Cn DK A~ %E Chmii (Cm,i |1€{1,2,3,4}) LRELTS.

[Step3] T2 X LW _EZ bz 4 a~EEZ2 2 — VIR T D.

[Stepd] = —HFiF~T 2 &> T, T F LWL LN 4 a<EBEEZLELV
BEONEF I~ 2 5.

[Step5] = —F 3~ % 72 4 2~ BEONEFIE LIFHIE (Coa, Cmz Cima, Cina T
bL), =—VFIEFAMTHDLEHEL, 2 TRINE, vy =T LHE
T 5.

[4ovEEFvIFr
LU F QAT B@E L DB R TR,

T —

B 3 BEAFD 4 2~ 18 CAPTCHA 08 RE i i {4
(HE : ErbZREh : SCHR[10]0 P25 4 a~<iEEd 1 a~H, 4a2~H, 3a~H, 2a~<{)
Figure 3 Example of authentication screen in the proposed method [10]
(Source: From left: 1! image: 1% panel of four-panel cartoon on p.25 of Bibliography [10]; 2™ image: 4™ panel; 3" image: 3" panel; 4" image: 2" panel)
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2.3 BRELRE

BEEARZETIE, 70 M A A FU AT A L D ERZE L, 4 =2~ 8H CAPTCHA
DEBRARMEICOVWTHERMERLE LTS, LarL, 4 2~ CAPTCHA DO
Y0 4a~oW_F) (L24 (4) BYOTHY, 24O H L1 EIEFE~LT =T b
CAPTCHA ZfiFi CE T LE 9 LW IHIENEZR I N TV, £/ 4 2~ 2l CAPTCHA
B2 —T A A2 MEICOWTORMBIARERTH Y, 4 2~ {8H CAPTCHA
BT HFMEMICEM AR ST,

3. 4 aT8E CAPTCHA DX B

ATETHE, BEFEMETHD 4 2= CAPTCHA (BLF, HEAKTXLIES) OfeY
O BEHEOT HEE WS O0ET, ERL OOV THERT D, UV
fd_"im’?‘)ﬁ—jjffk LT, E‘{ﬁo)ﬁwu fd?*'ﬁﬁbf;ﬂ_ﬁl/\mun (E‘{%wunﬂiﬁ) [11]0) \ETT{E
MANCFIA SN TN D HiEE BB, LFDO3SOHEEZRFT 5.

1. Hiffi7p CAPTCHA % S7 (5l v k3 51k
2. X3I— () =REDHE
3. BHEO 4 a~vEEREZREEEDEDFHIE

31 WBAX 1 H#il CAPTCHA 2MITICHEHERYET HiE

Kk BlX, #2875 4 a~EH Cho 2T VA LIIEB LN LERTXEZHED H
— () BVIERTZETRYT-VEEM ESED, RLBEMARAKEFIETHS. £
TOE—VIZBWTELL W ZRTENIE, 22—z AR E LTHESRS. 2
DYWRITE D, CAPTCHA DM 0%, 24 (41) @0 26 2480 ITHINT 5. t
ERELLTRIETAIEERY o EiIEinL, ~ v =7 (Bk) 23 CAPTCHA % /%
AT HIENRREICD. 7272, EAFXEZMSITHED R T KT HFKT
HDHT-, ERZ—IZL D EIERERIT tFICHERT 5.

FEEFRAE L 1E, AT — FROMFEEE S &, BSOS BRIC R T A S AN 2T 5 -0, AR
BE LT HEGROTERHRETEN LIEARERHFOZ L ThD. bbnlova—IFic iAAU—bmﬁ
b LB NSAEE AT LB LTS 6 5. WAL, BEk L7 S ABE A0 R 5 i (i)
L EICET SN, 2= ERENORREEEE L BIRT 5 2 LN TEAUTRIRI & 725, WL RO
B0 (A OB A DY) ORMKFEICONTIE, UTFD 3-8 L<Mmbh T\ 5. (1) RIEFEE (i
GREO N DS AR A RINT 5) 2B Y KT, (2) FBIEM i T o Wi 2 509, (3) 7Rk i iz

PR 5 S AWEOR A BT
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32 MBRARX2 #=— (B) ZEEDHE
AHBRTE, EAFXTHOND 4 a<8H (C,;|i€{1,2,3,4}) TNz, %i%4
:7?%@ Cmuﬂ\@ d ﬂﬁ]@;‘\:fcﬁé 4 :7¥§E (ley Cjz,..., de|jl,j2,"',jdE{l,...,|CDB|})
NH 1 :"Vj;’):j f/ﬁ.&ﬂ:g%j{}ibf::l? (le,rlaCjZ,rZa'":de,rd| r1,r2,---,rd€{1,2,3,4}) &

=L LTHATS. 9725 CAPTCHA BEIZIX 1 >0 4 a<EEM» S S
724 2~ (Cm1 Cm2 Cma Cma) BECRAEDZ I — (Cii, Ciorare.oy Cigpa) BT 24
LRIETHERBND. dHa DT~ DH 15, Chy Cna Cma Coa & AOTHL, Zh
LEIELWERIZEAREZ D Z N TETa2—FORAME LTHEEINS.

ZOBBIZLY, CAPTCHA OM7- 0 #U%, 24 (41) Y D 4P, 18 0 IZHINT
5. dERELTNIETHIEERY -0 EIWINL, <7 =7 (B#&) 75 CAPTCHA
ENRATDHZENRECRD., EL2—VE, FI—0RETERDZ ANV ZE
BLRTNERSR WD, BEVELOXI—ZBNTHE, =2—FORAMIPEK
THHEREERDHD. K 4 ICHRAEBEEOB 277 . REARICK TS 4 a~iEH
CAPTCHA %, BEFEBFSEIZIIT 5 4 =<8 CAPTCHA (X13) &3y, 4 2~
W%%’Mﬂbfwé.:hi%%%%®%%@@ﬁﬁ@@’,MﬂVEMﬁﬁ’
FIENTWDED S, HHIESI SN TWD N, BRTH D mAG V) &0 ) %,
%<®W%%#6%fvtt@f%a
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M 4 BRI 2 OFGEEE (¥ I —%d=2 D5EE)

(HE : EX EbZEREh 0 CHR[10]D P25 @ 4 o< 8@ b 4 =< B, SCHR[12]D
P38 » 1 =2~H, XHA[10]® P25 ®» 1 =2~ H, CHR[10]® P25 ® 2 2~ 8, A% L,
LENEN - XHR[10]10 P25 3 2~ B, SCH[12]® P.38 @ 2 =< H)

Figure 4 Example authentication window for modified system 2(d=2)

(Source: From left 1% column: 1% image, 4™ panel of four-panel cartoon on p.25 of
Bibliography [10]; 2" image: 1% panel on p.38[12]; 3™ image: 1% panel on p.25[10]; 4™
image: 2" panel on p.25[10]: 2" column: 1% image: 3" panel on p.25[10]; 2" image: 3" panel
on p.38[12])

33 HBARX3 #HEBOD4avEBEEEZETEbLEDIAE
ARUBETIEFAI—ZBNT20OTIERL, W_EZ D 4 a~vBE O EHELT.
Thbb, Bi2bnflD 4 2~ M (Chy, Cror....Cnn | M1L,m2,...mne{1,...,|Cpgl})
EENENT X L ’?EEAbﬁf:,§+4n{l§l@3?% Bl —F IR T 5.
AnfEOa~ERipD 4a<BERTESHEL, n@®43?@EéT%EL<%U
HRzAHIENTE VoA AMELTHEINS. ZOHRIZEX
CAPTCHA DX 7= 0 #iL, 24 (41) Y 2> 5 {4nPs X 4n-1yPa X .. xwmm_mwm
WBVICHEZD. FI—H &%, CAPTCHA RT3 a~ s R% L LIZHA,
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ﬂﬁlﬁdif 1RWRFRN2 L0 bRYUTZVBEOEMARENZ LR TH D™
X 5 | ZREREH i OB 2 78T
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5 HRFX3IOFIMET (n=2 DA
(KR EF ENSZFNEN : CHR[10]9 P25 @ 4 =< & O 3 =< H, [§ P13
n2avH, MP3®3=a~vH, MP2BD1la~vH, HFFlErsZEnEi: [FP25
D4a<H, RFP2®2a~<H, RPI3w1a~H, RPI3D4a~<H)
Figure 5 Example of authentication window for modified system 3(n=2)

(Source: From left 1% column: 1% image: 3" panel of four-panel cartoon on p.25 of
Bibliography [10]; 2" image: 2" panel on p.13; 3" image: 3" panel on p.13; 4" image: 1°
panel on p.25, 2" column: 1% image: 4™ panel on p.25; 2" image: 2" panel on p.25; 3™
image: 1% panel on p.13; 4™ image: 4" panel on p.13)

FWAFRUCBT D — B E2(t=22), KB HFR 2B DX I —H % 4 (d=4) & L7=84, CAPTCHA

IR &N a~HiTEzhE et 8&(&0, MM T ENERN, 24%=576 Y, ¢P,=16803@ Y &
72&25. —J, RRFR 3BT 8HKoa~, +hbb 20 4 a~vBEEZFHAT 5546 (n=2),
M7= 0 $id 81/21=20160 @ 0 &L 72 B .
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4. FRESRER

3 BECHETASUBEZEBRICEALEZRIZ, 2—F0AR/RNEDORELRONE,
BEREITVHRET 5. REBROWBRE IIARFHERFEMFEE VL THD.

41 EERRIE

ARKERTIE, WRHFX 2 & 32z, O OICEALTK L MERD LTS
CAPTCHA (X )iz oW T Fa h¥ A PV AT LhEEBEL, a—VFOAMERIET 5.
GRFXLORRIE, BAFROERERIVRARE A0, KBRFXNLICETS
EERITEM L7z, EBRTITEAGEEAHA LR 4EHD 4 o~ B2 HE L. XT
5| CAPTCHA=SEA T =W B X 2=2% B H 3 DIETEREZIT- 7=,

a) 3XFF CAPTCHA

AEERTIX, Google THWHILTWD LTS CAPTCHA OM{&[2]%FIAT 5. #
BRI, XTI CAPTCHA Ol A1ER L, XTHOHFREEZ L THL D 5. XFHNE
bID LFORIEIT/NLFET LT 7 Xy 26 EHTHY, TOHNE T & LTEIT
N7z 5~7 XFH CAPTCHA ADXXTFHE L CHEICIREND. XFHNE, K F -
FED 3D T v F M LRI, XTI O—MBICElMOH R EEEN SN
TW5S. FHBRE I 1 BT CAPTCHA ICHIZA L TH b o 7=,

by HEAFRX
22fiCaRLIZE DT, A LIEREFEZLNT 4 a<EBEC, ZIELWEE A
FIZWA_REZTHH ). K#EREIZIZ 2 [E9 D CAPTCHA IZEZE L TH b o7z,

c) HEFK2

32 MWTRLEFI—4 (d) % 1~4 L L, FHEBREICENTNDO X I —$Izxt L
T 2[FD CAPTCHA IZFZ L TH b o7z, RITT LT 4 2 <8l C, L HcERE
NDE I3, 14TED 4 a~BM C, L IX R 556 FHD 4 2~ BENLREIIND.
722 LE I =g, 4 a~<i8H Cy EBGAMSLHENAU TS a~v 2 EE L TERL T
Wb, EBRIIFI—ENL RN LONGIEIZE RIS,

d ZBFA3

A—PIHRENIEa~BRUB IR 2D d=4 DIFELREICRD LS, —EIC
FREND 4a~EBROKE 2 LTS (n=2). TRbbL2O0RMND 4 2~ B (Chy ,
Cmp) M7V FAZREEEDLINTZ, B 8 O a~vPNEBRF I TRIND. #BREIC
1% 2 [E9°> CAPTCHA IZEIZ L TH B 9.

Vol.2011-DPS-146 No.13
Vol.2011-CSEC-52 No.13
2011/3/10

EAFABLOUBEFHX 2, URGFXIDOFEREZBL T, HBREILICI4EED 4
AIBEN T o F DCEB RS END.

42 ERER

FEEFER AR LIRS, RP TRIIFE] 13, £FRITEB VT CAPTCHA ORIZIZAL
DLEBEAETHD. [RERHROEY] BLO (SRR OEAEFZE] (X, CAPTCHA
HENRRINTOLHBRENEE L2 LKA TOBMOTEY L EHERZELY, HR
TEIENFIRLELDOTHD. £ Y0k L, KRBT AHD
MAGOEREERL TS,

BIREFR L O TEHE] BLO TEEEREOFY ) X, EARAFRNO TR %t
F, EEREMOFE] 21532528 7T, ThENRETL N TES. =2—HZ
REN2a~%n, &R FNX 2 (d=4) BLU® 3 (n=2) tF%icRhD L), kB
FRICBTHBOELEHtE2 T 5.

£1Ey, BEAFRICKBEEZMASZ LT, YD AT Z LI LTV
577, AEICET ML MA TS Z ERRTERNAD. IhRICE L TZWVWAIE
WBRFROTNEARAFTNLY bENTHEERNEONTVWDETr—A b5 B0 5.
L2 L, 4 2= BB OBECEROIEF D RE[IBZOEBICI EFTLRTWLATEEL H
0, KFERENSLETTIE, wRFRICEVEDIRRAmELE S IZEVENRN

£ 1 £HATBIT DR, BRI OYE LARERZE, BIURL7ZVEK
TABLE1 Experimental results for each method

S [F] 25 IRE F] o> [ &R D M 5
P 0 | Gy (see) | el sec) GEY)
X CAPTCHA 92.86 12.63 6.72 8031810176 (267)
FEAR 82.14 26.59 14.29 24 (41
WwEFHL | t=2 67.47 53.18 576 (41 < 41)
d=1 96.43 28.24 11.35 120 (5P.)
. d=2 96.43 35.89 18.00 360 (P4)
dRTTA2 d=3 67.86 42.84 19.94 840 (;P,)
d=4 78.57 41.70 18.73 1680 (sP,)
WEFHA3 | n=2 82.14 51.10 21.17 20160 (8!/21)

43 Po—FrRE
B E 1T FEBR, CFS] CAPTCHA & 4 =2 < & CAPTCHA IZHOWT DT >4 —
MZEIZLTHE Lo, T — MIIREEE =2 —TFT A4 A MMEICET S 45
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OEE (HfEo LG &), HHbLE), MTELRLD 0, LS by, %
HHICH L TSEMTIMLTH 5272, UTFTIZ4 DHEBIZHOWCEEICHAY
5.

@IfiED LG X

52 537 CAPTCHA OMEARHET 22 &, BL O, ZOMBEIZEIZ T 5 2 &2
A—PIZLHSTEGTHD (FRITEH TRY) EAVWERLTWA.
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TABLE 2 the result of questionnaire survey for usability and enjoyability of each method.
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