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A study on improvement of gaze-based unconscious
user authentication using attractive targets

MANAMI TAKADA'
TAKUMI YAMAMOTO™ 7

TOKUICHIRO SUZUKI'
MASAKATSU NISHIGAK it

Ideally speaking, user authentication should be a “continuous spoofing detection”, in which user keeps being checked
while they are using PCs or services. It is important here that an unconscious authentication with kinetic biometrics is
a vital technique to perform practical continuous spoofing detection; otherwise, user will be required to carry out
authentication attempts again and again during log in. Using kinetic biometrics has remarkable advantage in usability
and confidentiality points of view, as well, because there is neither load of memory nor burden of possession, and is
no risk of forgetting or loss. However, human behaviors and/or kinetics are usually too unstable to achieve better
detection accuracy even it is a legitimate user himself. One possible way to overcome the problem is to understand
the psychological context of human behaviors. We propose a scheme to stabilize the human behaviors on user's eyes
gaze movement by using emotional ability like interest or attention to objects. This paper proposes gaze-based
unconscious user authentication using attractive targets, and reports on how much detection accuracy is improved.
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Figure1 : Concept of proposed scheme
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Table 1 : Examination on spoofing detection
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Figure 9 : Eye movement for subject | (excerpt from turn 6)

In this turn, attractive image is on left side (about 100 on x-axis)

and dummy image is on right side (about 1100 on x-axis).
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