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A Countermeasure Against Targeted Attacks
Using Visual File Deception and Periodic Log Analysis.

Ryo Sawamura+1 Takumi Kitagawa 1  Hiroki Nishikawa 12
Ohki Tetsushi 1 Masakatsu Nishigaki 1+

Kakeru Hasegawai1
Takumi Yamamotor2

Abstract: Deception is one of against attacker countermeasures. There is previous study on methods to reduce a problem of
deterioration usability for authorized users. However, previous study assumes that only authorized users and attackers have access
to deception, so it is not versatile enough. In addition, since deception and intrusion detection are performed on same system, there
is a problem against hijacking of system itself. This paper proposes visual file deception based on changing folder icon and an
intrusion detection using log of deception. Using visual file deception can be used to delay an attack while maintaining usability
of authorized users. In addition, intrusion detection can detect an attacker's intrusion based on log before any serious damage is
caused. By separating deception and intrusion detection, proposed method is resistant to hijacking of system itself. We also solved
the problem that occurs when a legitimate process accesses a deception.
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