I nformation Processing Society of Japan

HEEA HERLEYR PPRRS 2004—CSEC-26 (27)
[PSJ SIG Technical Report 20047720

HiEtE) AD B L 2 AEE®RE AV
Challenge & Response Bl % v kU — 7 FBIEDRSE

EH BT R &' =R B3 EE /KT #E ER

T B RFRFRERAFIR, T432-8011 F RIATIRAL 3-5-1
1 db3 NTTDATA, FEALKHEEREXFEN K275 FEMKE 12 B
T T BRREH A SIRERT Y A T ABRRATFERT, T244-0817 #53)|| RARIR T A IRIX 5 HET 292
1 1 #%MARHEREE, T432-8011 #EREATIRAL 3-5-1
E-mail: 1 ¢s9042@cs.inf.shizuoka.ac.jp, I nakamura@nttdatabj.com.cn,
T t {mmimurakenta}@sdlhitachi.cojp, I I nisigaki@cs.inf.shizuoka.ac.jp

HbHFEL ARERIIZ—FLBIBEOOVWEERTH Y, 2—FERITIERL LTEHTHS. & Z A,
PERDERSRIEII N T — =y F L 7 THTbRTWAED, Xy hU—7 20 L Ta—FRIAEITH OIZIL, &£
R EERN T — IR L, o, BIEOEAERERZEETHILENDD. ZOD, TT7ANVELIDT
BHEEORERb . Zhicx L, EELIIEKERNOBI—BR2=—7 D2V TA¥ A LATHEHTS [H
S AD E#) L WO EIREFREBL TS, ZOMHNAD BRIZE - THLND ID 28R E LTHNTRD Z
LIk, EEBRICEARY NU—JFRIERERTHZENTES. ARTIE, ARy NV —7REO—HI &
LT, §80% BV 7= Challenge & Response B % v b U — 7 3BEEZ# AT S, HERDOFIHEL OUBREITV, KXFEDOH
HEERT.

X—U—F Xy bU—27385F, 4£KFEE, Challenge & Response 38aE, #EatHY AD E#

A challenge-response authentication with a password extracted from a
fingerprint

Yoichi SHIBATA"  Ttsukazu NAKAMURA'  Masahiro MIMURA ™!  Kenta TAKAHASHI ' '
and Masakatsu NISHIGAKI'*

1 Graduate School of Information Shizuoka University, 3-5-1 Johoku, Hamamatsu-shi, Shizuoka-ken, 432-8011, Japan,
1 BEIJIN NTT DATA SYSTEMS INTEGRATION CO.,LTD, 12F Zhongguancun Building, 27 Zhongguancun Street,
Haidian District, Beijin 100080, China ‘
T 1 Hitach, Ltd., System Development, Lab., 292 Yosidatyou, Totsuka-ku, Yokohama-shi, Kanagawa-ken, 244-0817,
Japan |
1 1 Faculty of Information, Shizuoka University, 3-5-1 Johoku, Hamamatsu-shi, Shizuoka-ken, 432-8011, Japan’

E-mail: T cs9042@cs.inf.shizuoka.acjp, I nakamura@nttdatabj.com.cn,
T 1 {mmimura kenta}@sdlhitachi.cojp, I I nisigaki@cs.inf shizuoka.ac.jp

Abstract This paper proposes a biometric challenge-response authentication with a key extracted from a fingerprint. The
authentication scheme proposed here employs “statistical A/D conversion”, which is an effective technique to convert
fingerprint to just one and the same ID in real-time. Then, the ID generated from fingerprint is used as a password for
challenge-response authentication. The proposed scheme provides advantages such that (i) the user no lonﬁer needs to
memorize his/her password because the password is a part of body, (ii) the password does not travel on the network since
challenge-response authentication is carried out, (iii) user’s private fingerprint information would not be revealed from the
password because any password is generated from fingerprint with a random number added. The availability of ‘the fingerprint-
based challenge-response authentication is studied by comparing it with existing schemes.
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