OSINTZFAH U 72 R A —)VIKBEFERICEE 9 % 5
BT

555 jpn

HARE

~FB:2017-11-02

*F—7— K (Ja):

*F—7— K (En):

ERE: LR, oK, mL, S&5F, BkH, Big, f)ll, 5h3%,
L, [E, AR, &N, AR, EE

A—=ILT7 KL R:

FilE:

http://hdl.handle.net/10297/10420




Computer Security Symposium 2017
23 - 25 October 2017

OSINT ZFIF L - E A — LB TR 2 XM RET

BJROARIRT w3 R EEY
va)ll AT K TR W AT PEiE R

BEE  0FE, BECEACET 5% < o828 OSINT (Open Source Intelligence) (2 X » TEBICATTE RIS
HY, EHHA—VKEL I LD ETEH Y= Y L D=T ) S OBRBIIHETE W BEBRICKREL o TS,
O XS RBMRITHEEA D12, OSINT LR R — VIO R L ET /LT D Z &1, XERBFHIET 286272
MAERDEEZLND. 2 TABTIE, BEEN OSINT ¥V — i AN THENEOEREZIEL TV BRE
REEEBET LV E L TERRIEL, TORIRIEICEW CHERE AR TR 2R A — L 23U 5. AR SHTE
Blx, HEEDPENYA—VONFENOREORE X BFEY, TS Ul R gatR ey 27-0lliEftcx 5. 4
%, ZONWEILET S Z L1k v, Al (Arificial Intelligence) & R X — L BB DTN RO ET VL EZRK L,
TR TRIENGD Al 2B L 7R 5+ B HRTRBR O~ L SRF TV &E 720,

F—D—F: V=N V=T YT, A —L, OSINT

A basic study on targeted mail attack method using OSINT

Kota Uehara™ Kohei Mukaiyama™ Masahiro Fujita™ Hiroki Nishikawa2
Takumi Yamamoto™  Kiyoto Kawauchi™ Masakatsu Nishigaki'

Abstract: In recent years, attackers could get much information on companies and individuals easily by OSINT (Open Source
Intelligence), and the threat of targeted attacks has been increased. In light of such a situation, modeling the synergistic effect of
OSINT and targeted attack is the effective contribution for taking measure against the targeted attacks. In this paper, we construct
a state transition model which defines the process of attackers, who gathers the target’s information by using OSINT tools. Then
we categorize targeted e-mails that attackers can generate in each state. The analysis result can be used for the victim to estimate
the depth of attack from the contents of the targeted e-mail and to take measures.
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