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A User Authentication System Using Schema of Visual Memory

ATSUSHI HARADA,t TAKEO ISARIDA,it TADANORI MIZUNO't
and MASAKATSU NISHIGAKIt

Although password-based systems are now widely used in all kinds of authentication, they
have a problem that humans have a limitation to remember secure passwords (long and ran-
dom strings). Thus, image-based user authentication systems using “pass-images” instead of
passwords have been studied for reducing the burden of memorizing passwords. However, on
many image-based systems, it is needed to present a user’s pass-image on their display at each
authentication trial, so they can be vulnerable against an observing attack. In this paper,
we propose a user authentication system using “unclear images” as pass-images, in which
only the legitimate users are allowed to see the original (picture) images corresponding to
their unclear pass-images in the enroll phase. The legitimate users can easily remember their
unclear pass-images using the original images as clues, while illegal users without the clues
have difficulties to find out and remember other user’s unclear pass-images. In addition, it is
expected to be difficult for even a legitimate user to leak his/her unclear pass-image precisely
to anyone with words via e-mail or telephone.
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Fig.1 Noise range for the basic scheme.
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Table 5 Authentication of the legitimate users with nine-
alternative unclear images.
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Fig.2 Noise range for the extended scheme.
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Fig.10 Time required to authentication.
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Table 13 Comparison with the conventional schemes.
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