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Digital Image Content Protection Using
Human Visual Performance Characteristics

KAzuvyA SHIODA,t HIDEKI YOSHIDA,? MASAKAZU SOGA,?
Ax10 TAKUBO,™ KEIKICHI HAYASHIBE, s ITSUKAZU NAKAMURA, 6
TADANORI MI1ZUNO and MASAKATSU NISHIGAKI!S

Nowadays, digital contents are distributed via several media such as Internet and CD-ROM
and so on. On the other hand, there is a problem of illegal copying. So far, a variety of
methods such as cryptography and digital watermarking have been widely studied. However,
the conventional methods are not enough to protect digital contents from illegal copying.
This paper proposes to distribute a “tainted data”, in which any image data is intentionally
tainted. The tainted image data has less quality of image than original one, so that a content
provider can distribute the tainted image free. Another important definition of the “image
tainting” is that the tainted images are virtually reproduced on viewer’s eye. This means
that viewer can perceive the original image, while the tainted image is displayed on viewer’s
PC. It is expected that copy protection is achieved by image tainting, since there exists no
original image anywhere. As a pilot study on image tainting, this paper discusses a “bright-
ness modulation”, “juxtaposition mixture modulation” and “the combinational modulation
scheme”.
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Table 1 Technical comparison of the proposed scheme with the conventional schemes.
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Table 2 Operational comparison of the proposed scheme
with the conventional schemes.
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Table 3 Experimental result of virtual reproduction for juxtaposition mixture modulation.
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Fig.1 Modulation process for brightness modulation.
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Fig.2 Virtual reproduction for brightness modulation.
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Fig.5 Tainted images modulated by brightness

modulation (natural image).
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Fig.6 Tainted images modulated by brightness modulation (illustration image).
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Fig.7 Tainted images modulated by brightness modulation with color coordination.
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Fig.8 Tainted images modulated by brightness modulation with image mosaicing.
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Fig.9 Modulation process for modulation scheme with
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Fig.10 Experimental result of perception by modulation
scheme with color juxtaposition.

gobooooooo

goboooooooooooooboooooooon
goboooooooooobooocoooooooboo
goooooooooobooobo0ooooobooDoboo
goooooboogo



2094 goooooooo

(a) 000D 1

011 00000000000

Fig.11 Tainted images modulated by combinational modulation.
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Fig.12 Images synthesized from tainted images modulated with combinational modulation.
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