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An Unknown-worm Spread Prevention Based on the Correlation

between the Transmission and Reception Data

TAKAAKI MATSUMOTO,t TOMOYUKI SUGIMURA,t KOICHI SUZUKI,t
SHUSUKE MAEDA,t TATSUYA BABA,! TADANORI MIZUNO't
and MASAKATSU NISHIGAKIt

This paper proposes to detect unknown-worms by capturing self-propagation of worms over
networks. In the proposed scheme, worm detection is carried out based on the correlation
between the transmission and reception data. Therefore, the scheme is applicable to detect
both unknown mass-mailing and network worms. In addition, once an unknown-worm is
found by the scheme, the worm itself can be used as a kind of “virus definition file”. This
accomplishes to prevent the spread of any unknown-worm in an enterprise network. In this

paper, the validity of the scheme is estimated with some basic experiments.
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Fig.1 Experimental network.
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Table 1 Worm detection by the proposed scheme.
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Table 2 Estimation results.
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