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Key Generation from Multiple Biometric Features
Using Statistical A/D Conversion with Error Correction

Y OICHI SHIBATA," TAKASHI MIYAKI,tt TADANORI MIZUNO*tt
and MASAKATSU NISHIGAKIf

The statistical A/D conversion is an effective scheme to convert biometric information to
a cryptographic key. This paper proposes to improve the accuracy of biometric key generation
with statistical A/D conversion by using multiple biometric features. Here, in using multi-
ple biometric features, it is important to keep FRR low at A/D conversion of each feature,
and error correction is an efficient solution for the purpose. Therefore, this paper studies
to combine Fuzzy Commitment with statistical A/D conversion to achieve an accurate key
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generation from multiple biometric features.
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Fig.1 A feature vector of fingerprint.
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Fig.2 Determination of authentic region and division of
feature space.
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Fig.3 Assignment of a random number to each region.
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Table 1 Experimental results of ID extraction using

various values of n.
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02 000 mO0O0O0IDOOOO
Table 2 Experimental results of ID extraction using various values of m.

af’ 4 5 6 7 8

o
FRR [%] 1.35 0.7 | 0.56 | 0.45 | 0.34
5 FAR [%] 1.17 1.35 | 1.64 | 1.72 | 1.84
FRRHFAR [%] 2.952 2.14 | 2.10 | 2.17 | 2.18
FRR [%] 1.35 0.7 | 0.56 | 0.45 | 0.34
6 FAR [%] 1.42 1.63 | 1.85 | 2.06 | 2.21
FRRHFAR [%] 2,77 2.42 | 2.41 | 2.51 | 2.54
FRR [%] 1.35 0.7 | 0.5 | 0.45 | 0.34
7 FAR [%] 1.67 1.92 | 2.16 | 2.41 | 2.59
FRRHFAR [%] 3.02 2.71 | 2.73 | 2.86 | 2.92
FRR [%] 1. 35 0.7 | 0.5 | 0.45 | 0.34
8 FAR [%] 1.98 2.26 | 2.54 | 2.80 | 3.02
FRRHFAR [%] 3.33 3.06 | 3.10 | 3.26 | 3.36
FRR [%] 1.24 0.68 | 0.34 | 0.23 | 0.11
9 FAR [%] 39.99 | 46.52 | 52.56 | 58.53 | 63.99
FRRHFAR [%] 41.23 | 47.20 | 52.90 | 58.76 | 64.10

03 00Uoooo Ibooood
Table 3 Experimental results of ID extraction by comparative schemes.
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Fiilma | Fi-b 2 (FRR+FAR (FRR% |  (FRR+FAR (FRR ¥z | J7l4-a
4-b-1 4-b-2
22N /1) 22N ]
n’ 6 - 6 4 5 - - 5 4 5
o - - 0 8 5 - - 5 8 5
Vo - 6 7 - - 4 6 6 6 4
o - - 0 - - 4 5 5 5 4
FRR [%] 0. 90 10. 47 5. 74 0.45 0.34 6. 53 0.11 0. 34 0. 45 6. 64
FAR [%] 0.79 19. 67 0.23 1.02 2. 56 22.21 60. 43 1.74 0.73 0.69
FRR+FAR
] 1.69 30. 15 5.97 1. 47 2.90 28.75 60. 54 2.08 1.18 7.33
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