i/k-Contact : a context-aware user authentication
using physical social trust
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Abstract In recent years, with the growing demands towards Big Data application, various
research on context-aware security has once again become active. This paper proposes a new
kind of context-aware user authentication that can control the authentication level using the
context of “trust relationship” between users. “i-Contact” is the mechanism that confirms
visually the owner of mobile device using the surrounding users’ eyes, and “k-Contact” is the
mechanism that changes dynamically the authentication level of each user using the context
information collected through i-Contact. By leveraging our proposal, it could expect
promotion of physical communication of users because the proposed authentication scheme is

based on physical trust relationship of users.
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