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A Proposal of Security M easure Selection
Considering the Effect of Education

Takehisa KATO Takumi YAMAMOTO'
Masakatsu NISHIGAKI

Nakamura et al. proposed a method to formulate an optimization problem to
select security countermeasures that maximize cost-effectiveness, which is
established by modeling the relationship between assets and threats and
countermeasures. The effectiveness of countermeasures are, however, also
depending on the user’s security consciousness which is expected to be nurtured
through security education. Therefore, this paper studies a strategy to modify the
formulation proposed by Nakamura et al. to achieve more accurate security
countermeasure selection by considering effect of education.
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