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A study on continuous spoofing detection using
attractive targets (Part 2)

MANAMI TAKADA* TOKUICHIRO SUZUKT
TAKUMI YAMAMOTO"™
MASAKATSU NISHIGAKI

Ideally speaking, user authentication only at the user login is not sufficient. User
authentication should be a “continuous spoofing detection”, in which user keeps being
checked while they are using PCs or services. A continuous spoofing detection based on
user’s physical behaviors such as keystrokes has been proposed. However, human
behaviors are usually too unstable to achieve better detection accuracy. One possible way
to overcome the problem is to understand the psychological context of human behaviors.
So far we have studied a continuous spoofing detection using human viewing habits in
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which user’s eyes gaze movement is expected to follow his/her own interests. In our
previous paper, we focused on images of user’s face as an object of interest. However,
legitimate user’s “face” is also readily obtainable for impersonator. Therefore, in this
paper, we try to enhance our scheme by using the faces of characters in cartoon, movie,
etc.
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Figure 1: Concept
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Figure 3: Relationship and interest
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Figure 4: Image modification which keeps user’s interest
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Figure 11: Group difference and ratio of interest (Subject 2)
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Figure 10: Group difference and ratio of interest (Subject A)
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