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Abstract: In this paper, we propose “Delta ISMS model” which strengthens company-wide information se-
curity management using accident database. ISMS requires learning from information security incidents,
however, ISMS certified organizations where information securities accidents do not always diminish in num-
ber because of ineffective improvements from learning. We recognize insufficiency of the detailing of learning
procedures does not make an appropriate improvement. Therefore, we consider detailing of learning pro-
cedures is the solution to make appropriate improvements. Regarding detailing of learning procedures, we
show a series of such procedures as operation of an accident database, calculation of the annual loss ex-
pectation, periodical selection of the countermeasure using a matrix of accidents and countermeasures and
offering information to executive for making a decision of countermeasure selection. We evaluate the validity
of the proposed system through evaluation by the person in charge, comparison of monitoring by information
security governance with those items by the processed Delta ISMS method, and consideration of the relation
with digital forensics.

Keywords: information security management system (ISMS), accident database, information security inci-
dent, risk assessment, information security governance
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FRGE D E BRHIAR B & OV H AR B 25HIE S v, ALk O i
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L. TbbARELIE, MEMIE, 30 ISMS FED
HAR T 2R JIS Q 27001:2014 [4] O o [Tt F 1)
T4 A4 7 v MEH (A.16 information security incident
management) | (Z4R 2 —H 1D & 2 K HH 2 HGHL A 2D
TFIEILT2HDTHY, JIS Q 27001:2014 ZHi5edT 5 =
EERHWMET S,

—HT, HiRtXa) 714 vAY Ay hoigfbi, FHE
MR RE WX BTN ADOF TER I NS NE
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MEd ) T HEHE X o TN E R D,
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FoBE (7221, EE»LOEFHR, AL LEOEMS
) D ISMS RRAFHUS DS B L 7 o 7354, BIZEDRER
TREER ) A7 iR ERT 5 2 LIIARfEL VW TX
WTHAH. T, AlEEL, RHOKEE LI, AR
BD & CBRBELIRMIIZEIL LT, 255, PDCA
(plan-do-check-act) 4 7 VD 2 KEHUETEF 20 7 1
WAL EHE LIRS ENERELE SN TVALAHHTH A,
ISMS REREOHIE D, ISMS EFEIHLHE~ PDCA © 7 7
U—F &7 ub 2EHE S Lk e ¥ o
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KO K123} LT SLE (Single Loss Expectancy © 1 [A]®
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ROBVITREZ R L U GEIRT 27290102, HEUR K &3
FOR M) 2 ATHD [FNF ISMS £] #H\, WD
AT AN ERFRIIL U TR O HER (2L 21E
FEHRTO3 =) EHL, by 7RI AL NORERE
HEBE LD U Tl 2 X Ik 2 BIRTE 5 L H 18T 4. /2
HERRFE L LC, xPRIBEMLERING A 7 % BEsUR#bRE & L
TERLT A EHTES.

TEE F 2) 7 1 I, AV A PLE2—?D
B2, 7L % ISMS & & b ICHB O EERME 2R
. My TIAY AL ML, COEREYHIRAE L Ll
WV, TSRO F 20 7 4 xbE o] #ERT 5720
RS 2R A e T 5. B A% T CISO Sh5%E
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LX) TAHANF U ARREEL, BEHOEREF 1)
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INSDO—ED S - FNEDS [TV % ISMS| TH 5. DL
T, 2B TIEHERDO Y A 7 5347, ISMS B & OME#Ht ¥ 2
VT A ANF L AOEEMEE T LD L. 3ETIE, T
ZISMS OEHELET U —F 2 X VEELCHEMT S, 48
TIET VS ISMS ODNE & FIHIZHE > TrEk§ 5. 5 ET
FIUF O, FREF ) T AANF L ADEZS Y
YZHBEORE, FUILTAL YV EOBEBROM
FEEL, TIY ISMS ORI EZFMNT 5. 6 ETE &
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2. BAEMRRE

ISMS 1, VA AV AY IO A%@HATLI L
2L 5TY A7 % BENERT 2AMATHS [4]. ) A
7 EZHMICHT AR SORBOZLTHD (7). 1§
WEEDET MU LT, VA7 GHOFETIEE 2
5 ALE (Annual Loss Expectancy) 12 & 0 4E[FAH$EL:
wEEMMET 2 HEDFE SNTVAS [8]. ALE i}

ALE = SLE x ARO
SLE = AV x EF

ELTERMMEE NS, 22T, SLE 3 1 [MOEEREC
B 5 THIEELH, ARO FHEEQOFEM P ENME, AV
(Asset Value) 13 & #AMfE, EF (Exposure Factor) (32
20 AEEDOWENTH A,

[HH Y F 21) 7 1 Fhid ISMS FZEED IO Tl EH
X2V T AT NEXIENS. Bl Fa) T4
A7y Meld, HEEELE) (T HMEEB XU
WEF2) T A REPITHEOH TR LT (7. VA
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BIRY A 7 % B E LR L CERIb T 5 2 &S TE
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Fig. 1 Framework of information security governance [5].
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Fig. 2 Delta ISMS model.
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®1 FHET—s-2
Table 1 ccident database.

F 2 HHEEESEO< M) 7 X (FLF ISMS #)

Table 2 Matrix of accidents and countermeasures (Delta ISMS

F|4, 0k table).
H i B DOFEAE LI HI. HEID | JFE20 HEDE
FINE FiONE (BHEX). EHFREER ALE [BREIXMEREIXL vee &axXk
G EA RN Z RO 13 FEOX 5 h 5N 5. (S:Cy) (S,Cy) (SC)
RERME /- BER ) RET 7 ER / 1 Lp R R ‘.- R.
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Fig. 3 Repeat of Delta ISMS model.
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Table 4 Sample of an accident database (part).
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x5 TUYISMS EOY 7V (F57)
Table 5 Sample of delta ISMS table (part).
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Fig. 5 Delta ISMS using digital forensics.
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