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Abstract: Software protection has problems regarding privacy, cost, user’s moral and so on. To cope with
these problems, this paper proposes a distributed software protection scheme using direct communication on
portable game machines. In the proposed scheme, a software ID is split into shares associated with a machine
ID by secret sharing, and each share is exchanged with other users using the direct communication channel
as they are passing each other. At the moment, the shares are checked by using secret reconstruction, and
illegal copy users will be disclosed. The game users can recognize who are illegal users, and thereby we expect
illegal users to halt using illegal copy because they feel a sense of guilt.
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Fig. 1 Flow of existing online product activation.
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