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Abstract Micro biometric authentication is an authentication mechanism which applies minute patterns of a user’s body
parts into physiological biometric authentication. This mechanism has three advantages: (i) higher tolerance against a
masquerade attack, (ii) consideration of the issue of traceability, and (iii) higher authentication accuracy. As the first attempt,
depicted in [Fujita 16], we have proposed a micro biometric authentication scheme that uses minute patterns of human skin
texture. In this paper, we developed a prototype system of the scheme. We conducted a long-term experiment using the system
(i.e., observed the human skin texture patterns over several months). The result suggested that our system guarantees relatively
high authentication accuracy for a few months if finding the registered area by using a fiducial mark.
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