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1: procedure PoCoFuzz(P, S, n)

2 power_units = )

3: cnt =0

4: while cnt <nand S # 0 do

5 in =SELECTSEED(S )

6: in’ =MutatelnpUT(in)

7: power_data =Run(P, in’)
8: if ISINTERESTING(power_data) then
9: SU =

10: power _unitsU =

11: end if

12: cnt =cnt + 1

13: end while

14: return power_units
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end procedure
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int main(void){

while (1){

char *ret;

int fd;

ret = mmap (NULL, 4096, PROT_READ|
PROT_WRITE, MAP_PRIVATE|
MAP_ANONYMOUS, -1, 0);

munmap (ret, 4096);

usleep (20000) ;

X 4: mmap() \Z & B A VIR EZITD 707 T A
Turg AL, HEBHDEROEEZITV, ZOEU@
T &1Z usleep() #1795 & DI/ L7, 20 3 VBT
usleep() 247 5 BEMIZDWTIE, 6.1 HiTEM L TV 5.
HEENERNO#EEZITS 707758 LT, AEVT
DYR, TARIT XA, AE)MHE, BEEHEL
2. 72, BTOTAT T LATEIFTEINTVS usleep()
OWTHHR U, AEVHROBERZITS Tu s J
L%, B 41ZmRT.
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IZKBBEEIIOHEZTTD.

ptrace % F\WN =BT TlX, X EVHER, T4 A2
TORA, WEEVATLAI-NIZE > BT S, H#
ZIE, AEVHERTHNIE bk Y AT LT —)b, F721E
mmap Y AT LAI—)VEBITS. ZNO6DYATLAI—
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BENZOVWT, M5I2FLdDz.

HEEIZBULT, 16 N1 MROBEEE ) Z D20
T, N MEDELIZ LB R ERHEEBNEIIFELR
W E7z, N MREHBEEDVLAIL TWE DI TR
7, Eo2ERRoNE. LEDOZ 0o, SEIEN

14

12 -

10 |

Power Consumption[mW]
©
T

2 4 6 8 10 12
read()/write() 2"[byte]

B 5: NA M Z & D read() & write() DIHEEH

1 MU X BHBBNOELIZR WD L HM L, HE
BHERNI L OMEEB O AHEEEETIVITEMU 2.
2B 16 N1 MREOHBEE NN KE VIOV TIE, B
FERAETTH 5.

5.3 PoCoFuzz OMREE
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ZRRWI7ZHEE N ERNOBEE 2 EREITS>HDTH 5.
Tar I LDOMEE, TV AL 2IIRT
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(6-2617H), #BITHi< 4 51 N ANHEE 1 EK O i [H]
BOHBIHEHINS Q-517H). &b, KZbhD231
MZOWTH, HHLZVWEI—2KoTW5,

Mt 7w s s/ LT, Iy —F %
0x68656c6c6f & U 72 R#& T, PoCoFuzz % fif L 7=
Ty IV T RET UL, 1R 30 5IF EFET LR,
¥ — RIZIZE 103 DOEPNEME N, RFBIEMNI N
7= > — K D1 1% 0x01007f808080 T b - 7.

WD > — R TH % 0x68656c6¢6f 1%, nanosleep D >
AT 53—V ERWTZ mmap() 12 & B A€V HEGRE 1 [H
EITTHEDTHo7-. TR, REITEMNI N
¥ — RT®H 3% 0x01007f808080 &, nanosleep D ¥ AT A
:—»%%mtﬁ%%?yb@mmot;é%ﬁ%ﬂl
mETTEEDTHD. 7747 MO write() IZ &
WEX, MIE7B 77 LIZE&ENTWS, @ﬁ@%ﬁ?
Z2HBBNEROPT, b REVWHEEBENHEOHE
BHENTHS. £/, 511 ENZODVWTI, HEBEHE
ROETRBIZE T EHRRETHS. UEDOZ Lo,
PoCoFuzz I3MREFE 70 25 LT LT, &b RS WHE
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1 HBENER L OHEEN

HE A 1O —TTIHENS AT LT =)L THEEES) [mW]
read) 12X BT 4 A7 T7 A read, nanosleep 5.44177
write) I & BT A AT 72 A write, nanosleep 6.37688
mmap) \Z KB T A AT T I &R mmap, munmap, nanosleep 6.67455
brk() 12 & % X E Y HEE sbrk, brk, nanosleep 5.03481
mmap() (Z & B A E Y HELR mmap, munmap, nanosleep 5.04911
7547 2 D read() 12 & 581§  read, nanosleep 9.54255
7747 2 MO write() (Z & 5i8{F  write, nanosleep 10.26677
B =D read() 12 & 5@ read, nanosleep 9.94977
F—ND write() 12 & 5385 write, nanosleep 9.66077
2547 v MZ kB socket, stat, connect, close, nanosleep 11.54800
H—N & B socket, setsockopt, bind, listen, accept, close, nanosleep 12.55033
T77ANDI—=T v, sa—X open, close, nanosleep 9.35966
BHSBIZE B AEY T 7R nanosleep 3.97767
usleep(20000) (2 & B A Y =7 nanosleep 3.95809
TILTY XL 2WGEE 7025 L oRgsE 6 =R
Input: char buf[8]: HZ#EA S
I: procedure PowerRPROG 6.1 REFEEREDEER
loopcnt = buf[2] — buf[3] — buf[4] — buf|[5]

if loopcnt < 1 then
loopent = 1
end if
if (buf[0]&0x80) # O then
if (buf10]&0x80) # O then
DiskREeap(loopcnt)
else if (bu f[0]&0x40) # O then
Disk WriTe(loopcnt)
else
DiskMwmar(loopcnt)
end if
else if (buf[0]&0x40) # O then
if (buf[0]&0x80) # O then
MEemoryYBRk (loopcnt)
else
MemorYMwmar(loopcent)
end if
else
if (buf[0]&0x80) # O then
CLiENTREAD(l0Opent)
else
CLIENTWRITE(l0O pcnt)
end if
end if

27: end procedure
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7D o CTEHE T T-.
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WERELT, w%@/—bf
BBIEME Nz — KTl 104.41555mW
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7Dﬁ5A®£ﬁ¢:,%§@ﬁﬂm7n77A%%
WTHBEEBEHZHIETZ2HDTH o7z, THIZHLT,
PoCoFuzz ® 7’1 h X 4 7T, F%y<®ﬁ§ WAL
BaERBETHIANEZRR L0, MEEHHE 7 02
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