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Multi-Observed Multi-Factor Authentication: A Multi-Factor
Authentication Using Single Credential (part 2)

Shinnosuke Nozaki' Ayumi Serizawa' Mizuho Yoshihira'
Masahiro Fujita> Ayako Yosimura? Tetsushi Ohki! Masakatsu Nishigaki'"*

Abstract: Nowadays, it is no longer uncommon for a PC to be infected with malware. User authentication based on only one
legitimate credential (such as a password) may be insufficient for judging whether a user is legitimate. A typical solution to this
problem is two-factor authentication, which is a method of authentication based on the presentation of two factors by the user.
However, this reduces usability by forcing the user to present multiple factors at each authentication. Therefore, we proposed a
method called multi-observed multi-factor authentication, whereby multi-factor authentication is performed to confirm that a
human has input a legitimate credential by observing the user's input of a single legitimate credential at multiple points. In this
method, a single legitimate credential is observed at multiple points simultaneously. Thereby, it provides proof of the occurrence
of the event that " a legitimate user has actually performed the authentication action," and thus has the same effect as multi-factor
authentication. In this study, we implemented the proposed method and evaluated usability, privacy, and authentication time through
the results of basic experiments with six research participants.
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Fig. 1  Single-factor Authentication
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Fig. 2 Two-factor Authentication
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Fig. 3 Details of Two-factor Authentication
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Fig. 4  Two-observed Two-factor Authentication (Method A)
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