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Accelerating the access control on XML documents using NXp sets
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ABSTRCT: This paper proposes an NXp set as a means to accelerate the access control
on XML documents. Combined with XPath, NXp allows us to specify the access
control policy using fewer access control rules, thereby resulting in'an access condition
table with fewer entries. With fewer entries, the number of comparisons of the
requested XML element against the access condition table becomes less, resulting in a
shorter processing time. o

1 XCHIC i, BRART 7B ABEHE b OBERPRE

XML (eXtensible Markup Language)
(1%, oHCEERZ- X, SEHERERC
OEFERFBOLBERE LT, < OHEHE
EEOTVD, BRERFERRBEITO D
21X, XML XE0#EER 7T 7 & A #EE
HERMLEZRZ L, WHIETHRY,

XML XEDOXEBMNTOT 7 & AH|H
COWTIE, WROT 7 ANDT 7 & AH|
HOBELLTEDNA I ENTE D, —
¥, XML XEBDoHHIZEZE&E LD L, F
RBIIRKESER->TWVD, XML XEFIC

LTW3, $4bb, —oOXEDNHIZ,
T 7B ATREARER Sy & RETRE/R By & 03B
ETHZ LT, XEBHEALITTRL,
EEHNTOT 7 L RAEEBPSLEL 2D 2
EREbLNTVWB(2,5,6],

77w RO EEICET 28k E, 7
7 AHERY — ), XML XED
ERBEMNTOT 7 B XHEICBWTIE, =
DT 7 REEEY =13 OhDT
T AFEAL— D OEREILD, EEOT
7 AHIEABICBWTIX, T 7 & XFHIE

NI | -El ectronic Library Service



I nformation Processing Society of Japan

N—NEROBIIEBRLTRBE, 77X
HNBO/)—FEZORDE= N LBRE

LT, 20/ — REHAT BT 7 ERDOTE
RUET D, T2 EREBEL—LOENRE
W, RO MV ELEZ, TORKE,
BA&OEKLENT S, 77 & 2H#Eas
N BERIL, T ORAOEIC G
5%, MEBOEEILIZHZ>TIiX, £0O
T NI BENSKMEADEREREIZR
B
T REEAL—ATIE, TO—EE L
T, 778 ARBERERT 5, EXOFE
TIX, 77 EBARBROBEIZIL, Xpathl3]
i LANGAY

AT, 77 EBXAHBL—LFTDOT
I ARBOERIZH - -> T, XPath DK
REMO>BOL LTNXp EEERET 5,
NXp £& &%, 77 ER$IEAEY >—iz &
STT 7 ERABEERIERTRTCEED
E£E5EThHD, T/ ERHEERITIBEIZIX

EREYIOEAGLBETHETITT7ER
AEOHENFRETH Y, BEEKOKIE
RIS,

AROERIL, UTOLBY THD, F
2 ETIX, BERZER]E LT, XPath 2/
WTT 7 EAXRE LTT 7 & XH| 0
2T HEOBMELRNT 5, ARORE
T5 NXp E/ICHOVWTIE, & 3 E;oBW
T, TR BAVWEHEDOT 7 & AN
DEMELEDLE RN TS, LELEOR
i, XPath & NXp £4& %087 5 L4+
X, /EkDFELIZIEE L TH B, XPath
BRAWEEAL, NXpEA2HAL-ES
T, NEBREICECOBREOENH S, E
BRETOTREREEAETHRNT S,

2 BEEME

2.1 XML

XML X&iX, BROMBHEEEL~—7
T OBRANZ L > CTFF X MERIZTED L

TbDLEZDZZLENTESD, BEEITIT,
BEEMNTEILHTED, AETOT
7 ARBELABEOBBETHE LTHWS

XML X&E#E 1 1277, 22T, BEXR

«@7&@273@“&75:& D MOHE|EICER
RHBEDOT, POERLHNAITZEL LT
3.

<g>

<b>
<i><m/><n/></i>
<f><j/></f>

</b>

<c>
<g><k/><p/></g>
<h/>

<[c>

<d/>

<[a>

1 XMLXEBOY>TL

22 FORAFERY I —

77 RAEERY v —[4liZ, FEOK®D
T EREEAL—ANLERINS,

T REEL—LE, TE, TrEX
BEE—F, 77 ERAR2DO=>085H
LERIh, UTOERIZLER-T, &
w33, : _
(EE, 772 RBIEE—F, 77 EARH)

Tk BEMRRIRAE, v—, HEH

DFatR7E, XML XEORNRIZT

J7EALLI ETEHEEREERT,

FOERFWME—F : 727 RXEHON

KERL, V777 LfE0EAE L

LCiERkd 3,

RIS T ATEREERT 4+
E, T EREEIETS BB B,
BiE : BE—EROFIAAERT ‘v
L, TOBERLFRIIHEDIETOE
 ROFEAAETT R” BH5,

FOEARE : XML XENOEZLT

¥ 3, XPath #1535,

%1 (role:doctor, +r, /record) : @ — /L A3

NI | -El ectronic Library Service



I nformation Processing Society of Japan

“doctor” & B EMHEITIX, XFEDONL— |
ERTHD “record” DFRIAHLNFFAS
5,

#5112 (role:doctor, +R, /record/name) : = —
VB “doctor” ThH D EKIZ, EFR

“/record/name” K NEDFFHRD T T

DERIZH LT, HARALPFRTEIND,

23 FUOEREHET—TNL

X 1® XML XEIZH LT, ROEDSD
T 7 EARIEA—ADLBRENDT 7 E
AHERY —BERA SN TVD T 5,

R1: (roleiuser, +r, /a)
R2 : (role:user, +r, /a/c)
R3 : (roleuser, +r, /alc/g)
R4 : (role:user, +R, /a/b)
R5 : (role:user, —R, /a/b/i)

BEROT 7 EAGIEHA—ABBERAINDS
L, FhEROL—LOBRED “BEhéb
B 2179, &/ —F~DT 7 EATAHED
HIEL, BERAEDEORERIZESHTITD
n%, R1~R2 %, @ 1 ® XML X#F EiZ
Eh&begRsNE 27T,

K 2HOOMOERX, 77 8ANHEA
SNTWHERTHD, AHIOERIL, 7
T ARELEINTWNT, 772 AERN
ETINDBERTHD, OHIOERIE, 7
7 B RAFHER Y > —IZITARA 2 RRE O
VY, BMTAL—ADORNVERETHD, &
BT DHNL—ABRVEE, AISHEEZ ED
XTI, TV =g UEIDIK
735, AETIE, Z4TH5L0—08720
Bab, 77 EARAERIIESTHIHOEL
THD, =720, TI7ERELTN, Bz
EBHD0, VAR LIZEBEDDON
BERITED X525,

B2 R1~RS zEhL&bLEHR

T 7 AfEL -V EERE DY R
ERERCKRBRALELDR, 77 BRAEHE
F—=TEnH, £, H20RAER
LT Ve AEBET—TNTHSD,

£1 FOEREH®ET—TNL
PO o\
R S R FHAOT 72 AEM
/a TRUE FALSE
lale TRUE FALSE
lalclg TRUE . FALSE
/a/b TRUE not(ancestor-or-self::1)

T IR AEMET —TNVIE, ®HBIR, &
—ANT I B REHE, FHRADT 7 ERSE
HO=>OFHEBNPGERIND, a—L
T 7B AL, HBERRAOKRBOERIC
NTBHT 7 EADREERT, FHR~ADT
7 REEE, RIBNRAOKRBEREDOFR
WZHTmDER~DT 7B ADOAEERT,
Z Z T, ancestor-or-self:ii &, ¥EXNS
DERN 1 MNEDFRTH DH0EFRTHREE
Thbd, LIeHo-T, BEEbOFHIZON
T, i »EFOERTHNIEX, 77 AR
BiEExhdZ &b, 1 OF 11Tk
R1, % 24T1X R2, 5 317X R3, H/ 417X
R4 KO'RE 20, FRENEIN TV,

NI -El ectronic Library Service




I nformation Processing Society of Japan

24 FOEAAEDHE

T I EREGHTF TN EE ST IR
FHEDHEIZH = > T, FOERIZRT
A7 7 ERAERLNLV— PERNLDNSNRIZ
E3{bmEE XD,

BERENFZRABT — TNV ORHENA
IEERTWIIE, BEETH5DOu—ANLT
TJERT 7 EAGENEREND,

HLHRNARCE TN TV RWEEIX
ERARADET VT 4 v 7 RZOWVT, T
— I NB OB ARRTEEN TR E
FARB, BLEERTVIIE, BYT5F
B~OT7 7 A&BEEERT 5,
DTV T4 v I AT =T NVIZEEN
TWARWERE, T7EXEETTS,

R1EBFEST, BOMLDBERNIXIZHL
CT7 7B RAAGEDHERTI-HREER 2
IR,

ER SR /alblf DBEITHONWT, HIEF
JEOBMEZRAT S, ZOBERARL, R
1 ORBRRAFEEN TR, 22T,
FUVT 47 ADlab ITOWTHNS &,
ZHIREENTVD, 22 THYT 5 TFH
~DT 7 EAEERBERT D, HBRAD
KIBBERIILTHY, i TERRVDT, 77
T RAEBE®EA LA RIZ TRUE L7220,
77 RARIFHFATEIND,

£2 7UOEREEOHE

. Xt 8 HIE
ERAR | 77 e RGN Dy
/a la TRUE Lidal
/alc /alc TRUE Eidal
/a/c/h /alc FALSE BE
la/b/f /a/b TRUE Gl
/a/bli/n /a/b not(ancestor-or-self:i) | BE
TIT, BEERIIOWTERD, 77

T RAEHT—TNVERDHEEE, FIZE 1
T SIEICTHRB & LT, %Dlab/if OF

WZOWTE XD, BRASRab/f BT —7
NMIEENRZRWEMBIZIE, MHODTFET
EBAETHIMERDD, KRIZ, V74
7 Zlalb IZDOWTRIERIZEBE 2TV, £0D
4 BIHICBEREIT S, LTIed-»T, Z
ZTiX 8 (= MA)@@%A#HELoL
ZEBGHD :
%@@@%o#@%*ﬂxmomf,T
7B AR EDOHEEITI ODITLERBED
E¥%E, £3I1Z77, ZIT, /adizown
TiX, 778 AEBET—TNVPICHEET D
T 7R AZBEERDITDI LN TERNVEG
AThY, BRLLTT 7 ERERLHUE
LTwW3,

®3 RECRAOEHK

ERA2 | HERR | B

la/b Gl 4
/a/bli/n EE 12
/ald BE 6

—DDERNRZRIZDNWT, TDOF I 74
VI AT —TNOETERVELEAET
HZUEENRVELRDEE, BEOEE?E
M BEEIZHDEByND, TI/EA

CRET T NCERMENDHEEE LT

ERTENIE, XML XEOHEEIZIKL T,
BAEOEEKEZBOLTZENTES,
XMLI%VﬁTé?&txﬁﬂﬂﬂ’
E4 AR, 2 ToOREOEEKIC
<WﬁTéoLt#oT,77?Zx#T
—TNVOBEREROTZLEICEST, T2
T ARHABOERELER D FEEEX D,

3 mm%AﬁﬂmLFTOtZﬂﬂ

31 NXp&%&

T IR RAEET— 7»@#&%@%#t
WHIZ, XML XEOXMRETT 7 & XWHE
RERZDOLNUDHEL, TOBERE—
FLOILTRTIEREZD, ZIILE
FNBERICHONTIL, T 27 EBRIHFTS

NI | -El ectronic Library Service



I nformation Processing Society of Japan

na, ain&w%@_omri ERS
hé

I, TV EARRBAERR2HLNL
bﬂmbrkwt%ﬁ%ﬁﬁ#étbm%

HE LT, NXpREERDEIIZERT D,

(&% : NXp £8] \ _

XML XEDON— FERENL, —DLE
@E?Lmtéﬁ%t@éf@%?@%A
%, NXp %Ac‘:v\oo

-$%?%kbfﬁwrméXMLi%@
BETEZXDE, EEETT 7 B AFRER
ERIX .
FIME: a F2MEE b, ¢
EOMEEf, g  FARKE ]
Thd (M3, ThbDERIE, V—ME
F (a) DOERICBIEKRE, BFRglZ
BARBICEENHLERTHY, —DD
NXp EA& %R LT3
NXp £, FEROMEBX 5L 5
Wz, BERAE |7 T, R—RBHROER
X CREIBRIEETHVWS, ZOBITIE,
. lalb,cif, glj

ERT (K 3),

(Z Vv A OERL D NXp%AIaIb clf, glj) -
B3 NXp&&

NXp £41, XML XE% —2DKiEE
LEZLBE, XEEBLBEXLETOE
DRI EZEZBZENTES, NXp EAILE
FhAERIL, A#EEETETEWIER
ENTWT, NXp EEFOEED_H>DE
%Lowf FRbERESEEN NXp £

CTEET B, £7c, NXp £AITIL, b
k&ﬁotXMLIé@WwFE?ﬁZf
EEh T3,

T RAEENL—NFOT I AXNRE
LT, XPath {Z X3 8B Z T, NXp
BHICIBREBREFITZLITEST, 77
B REERY —EERT IV NVOEE
WY, FORR, TI78RAEHET—T LD
BB D,

32 NXpEAZRW:-7 7 tXHH0E

%2 ECTCHWEREZ, 5EiX XPath &
NXp 4% AL COABTIHEEE X
%, XPath & NXp £4%#HT D L
X->7T, RI~R5 DN—%, RODZOD
N—VTEEBRXDIENTED,

R1: (roleiuser, +r, |alb,clfglj)

XR2 : (roleiuser, +R, /a/b)

7 7w ATERERIL, XR1 73 TET
RTZENTEB, L2L, RBICE-T1
UTOEENRFIAAZEIIZZ2>TNAHT L
ZHAREIZT DD, XR2EZMATH 5,

ZoDr—NEEREDEDIRICE, K
DEHTERD, T EATARELERIZ
27T XR1 THLMNZR->TW5, XR2 L
BEDN— NV TT 7 ERAAREEENTVIE
FZ09b, XR1 WEENTWARNVL DI,
EEIZIXZT 72 AL Lo TS,

R1~R5 THHN TV »72d, h, k,
p PERIZOVTIE, ZIZThhDZ e
I, 29 LT, RiI~R5 &< [AHD
NEZRLBRTAHZENTE D,

XR1, XR2 27 7 B A& T —T N TH
Lizb DR, £4ThHD, 22T, “WAR”

NI | -El ectronic Library Service



I nformation Processing Society of Japan

Lix, BEOT 7 EREGET—T T “‘HE
RANR” ERATHEZHDOICRYT S, =t
825 NXp £E40%HE, TOFRIIEEX
NBEVDOT, FBRADT 7 ¥ A &ML “—"
ELTh3B,

x4 THOEREHET—TIL (NXp £56:H)

. o —j v FH~D
T RAZMYE | T v REH
lalb,clf, glj TRUE =
/a/b TRUE - TRUE

RADT VB RAEBT—TNVERHNWTE
ROT 7 B RAFBHEEITO FIEE, Z0O
BLELRLIBAEOEKIZOWVWTE LS,
%3 THY LT /=250 /3R 200 THIE
2fTo-BEOBEERE, £ 5 TRT,
TZThH, R3IDBE LR, BER IR
T I ERGHETF—TAOETEDRAIT,
TNV INEZNEIZITS> b0 LT 5,

£5 LECRAOEHK (NXp RAHA)

ERAZ | OHIERS Bk
/a/b gl 1
/a/bli/n BE

/ald BE 2

ER XX /alb IZOWTH, T—T7LvDE
1ITEDRE T, RKIFEFZED b M NXp 125
EFNTWVDZ 0D, FAAFRETHD Z
EWGND, FB2ITEDREIILER,

ER SR Ja/blim (oW TIE, T—F D
FLITLOBET, KIWEFE n 23 NXp £
BIEEENRNZ R NDE, TOBESET
FOABLDBFHFRIENRNT LI 0DB 0, 37
AAPEIEINTWHB DD, IL—VREN
IRVNDDDBENIG LR, FZT, T
—TINVDOE2ITEOREIELZ LITR D,
x93, /a/bfiln Llab ZHEL, BB L
Banbd, RIZ, 7V 74 v 27 ZDlabli
Ela/b OB, X BiZ/a/b /a/b DBk L
EAT, BTOFBR~DT 7 v 2EMER

WHENDZ L3000, TRUE OfR%E
BbH, THLT, ZOERSRIZ, Tk
AAERERZED- NXp £4811IE =
N2, BlON—VTIIFIAAVBTFEN
TWABZ RGN, #FRELUTHRIAAIK
EEIhdZ dithd, LERZBAOHEK
X, B14TL 1E, F217¢ 3ED, §H4
|l&25, '

ERANAR /A IZOWTIE, B, £2
DELLIZHREY LRV, ZOBEE, &%
WFBNL—IBRNWIEEEERL, BRE
LTHIALZERT S, BE0EKE, &
T 1ETH>D, E2ETHSD,

RKRI LIS DL, BEEKNHEE
WKHLOTWA I ENRGND, £, HER
BizonTh, &@<BEWERY, RTIRE
I “BBE” LhRoTWER, &Ik bE
HE, BUAL—NLRLICEBET ORI
b, EBbALMAEIITRSTVS,

4 =@

7 7 RV — L DORRENT 7 R
BT —TNVDERIZBVWT, XPath 7717
ERAVWAHERDOFEE, XPath & NXp £
EEHTAIHEL BT 01, HE
BEREIT- T,

41 REBAEZE
B—RNEOT 7 EAFERY —I2 2>
OFEEFERL, TRFOFEIZESL
T I RAGMET—TNERB, TREAD
T v RAEET—TVEE ST, XML X
EDRBRIZOWVWTT 7 AT HEDHIE Y
v, FERME T3, |
TODFEDENEFERL DI,
XML X&Fix 2 BEAE L, —FiX, K
BiEL L TAREEXIZ, HL LRBIZER
STWBEHD, bH—FHix, BIv bigiz
B<EPRTWHWAHDTHD, Znb oD
XEIZXLT, T/ EADRHFTENIESR

NI | -El ectronic Library Service



I nformation Processing Society of Japan

DEIEERAIZERZTERERVET,

42 ERRE

ERICAWVEERBRIIUTOLEEY T
H D, : ~

CPU : Intel Celeron 700MHz

AEY . 256MB

0S: Microsoft Windows 2000
EIT70 77 A% Java JDK1.4 2fEH L
THEELE,

EBRIZHW XML OEIIUTOE B
D5,
(1) “Ewvw” XML X&

MER 895

BBDES : 6

FE—fEBOERE : 108 (X)

TrANYA X 14.23k /31 k
(2) “Bv XML X&

MRERK 968

BEOES : 35

FR—FERBOERE : 17 (X

Ty ANYA X 16.38 k /31 k
43 ERER

FAEZIT o7 /HRE, K4 KUK 5 IR

T, BENE, TI7 A2 HFTEINHIEZED
XE2EICEDDEE, Htax, TE2E
ENBITLIOICELEKBETH D,
“XPath” @7 v v M, XPath 721} %
WieRE OFTERM, “NXp” o7 o v b
I, XPath & NXp 2t L=8H& DATE
B ZE LT3,

X 41X, BOENY DOJEV XML XXEIZ
LU TERLEER, Kb5I1X, MOBBEO
HF XML XX L TERLEFBERA TR
LTW3, T7EARNHATINIEEZDE
%, 0.1 5B 1 £TO1 BEIZEESYE
T, TERRAOHELKRVIEL,

~4&— NXp
~@~— XPath

0 0.2 04 0.6 0.8 1
- na

4 FERRE (“GULVXML XE)

o 02 04 06 038 1
#HE

5 FPrERE (RUXML XXE)

WTFNOBEITBW TS, XPath 71T %
Ans kb, NXp B52FRAT 55,
BB TEL 2o TV 5,

T EABRHFAINIEROEFEG L OB
&R THB L, XPath ZiTDBEEIL, #
AN DL, TERMIZ—BENL, F
OB T 5, MEXFRATIHAE, 86
Dz BHE, MUTEHERMSEE X 2MEM
b, TORR, BleErEm<25L, |\
FEOETNERHDIZEEE-TIND,

ULDRER, 778 ARHFA SN ESR
DERILLI-TREDEIDLZLOD,
NXp £E%2AWNWD Z L, T 7+ XML
BOEERBIZORND Z EBRHERTE -,

5 FELHESERDERE
XML XEOBERBEMADOT 7 RAFED
HEEZBHEIZITO>-OOFEE LT, 77

NI | -El ectronic Library Service



I nfornmation Processing Society of Japan

T RAEEL—NVEOT 2 AEET—T v
i© NXp 4% 8AT B HEERE L,

REkD XPath &S FEICHKSS
L, NXpEARHATALICL-TT 2
T AEEA L OBIRY, TR M
F—TNH/NERBLDTELL IR D,
FORR, T/7EALED ELTVWIER
LF—T NDOEFTE & WEBBAT 5 EKHS
BWY, EVAERETERL IR,

SHOBRELLT, T7E2RHHRY ¥
—%, NXp 277 7 RfHAL— L%
> TRHRAIZEIRT B HFEEZRET 54
EXbb, BERKFEL LTI, XPath
ERVTA— AR ERT 5 HEBER D
AnbsnTWADT, XPath 7217 &> T
Tk Li—n %, NXp 2B L= b0
BB S R R E X b,

AHEICETEIBERTRE E Lc#H#HE
REBRFHFERRFER O AR A EIER
WCERFHBE L ET,

B &3 :

[1] T.Bray,J.Paoli,C.M.Sperberg-McQueen,
“Exensible Markup Language (XML)
1.0.W3C Reconmmendation,” available
at http//www.w3g.org/TR/REC-XML

[2] M.kudo N.Seki, “XML Access Control
.Using Access-condition-table,” in IPSJ
SIG Technical Report 2004-DBS-134(I)

[3] J.Clarkand, S.DeRose, “XML Path
Language(Xpath) version 1.0 W3C
Recommendation,” available at
‘http//www.w3g.org/TR/xpath.

[4] M.Murata, A.Tozawa, M.kudo and
S.Hada, “XML Access Control Using
Static Analysis,” in ACM CCS, 2003.

[5] M.kudo and S.Hada,”XML Document
Security

based : on Provisional

Authorization,” in ACM CCS; 2000.

[6] S.Hada, M.Kudo,“XML Access Control
Language:Provisional Authorizatiion
for XML Document”,
http://www.trl.ibm.com/projiects/xml/x
acl/xa'cl'spe_é,html,»2000.,

NI | -El ectronic Library Service



