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Abstract:

Application softwares have a user authentication process to prevent the illegal use. However, it is not
difficult for a cracker to disable the protection, since the user authentication is generally a extra process
for the main routine of the software. Moreover, in this kind of user authentication, the passwords
are often leaked out from legal users, since a legal user who leaks out his/her password will not incur
any demerit. This paper proposes a software protection using synchronized information management
between server and client. By synchronizing server’s and client’s information, a) the user authentication

process can be an indispensable part of the main routine, and b) it is possible to punish the legal user
who leaks out his/her password.
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