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Minimum Online Applications for Copy Protection of Binary Programs
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Application programs have a user authentication process to prevent the illegal use. How-
ever, it is not difficult for a cracker to skip the authentication process. Moreover, most of user
authentications have a big security concern; the passwords are often leaked out from “legal
users”, since a user who leaks out his/her password will not incur any demerit. This paper
proposes to deposit a server with the minimum essential information/functions of a program.
By so doing, any cracker who skips user authentication can never use the program since the
cracker does not get data on the server. .Here, the information/ functions on the server have
to vary after each use of the program so that the program’s behavior may differ at each use.
Thus, even a legal user is unable to use the program, once his/her password was cracked and
the program was used by some body. We call this kind of programs as “minimum online
applications”. Minimum online application has the following advantages; a) no cracker can
use the program illegally as long as the server keeps the information/functions secret, b) it is
possible to punish a user who leaks out his/her password, and c) even if a program is used by
cracker, a legal user can suspect that.
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Fig. 1 Checker in stand-alone applications.
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Fig.2 Authentication in online applications.
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Authentications in the conventional application and online game.
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Fig.4 Authentication in minimum online applications.
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a—A H—n
a1—HA 1—4B
1 FileOpen
{-~FileOpen | | 1——*"
2 Copy 2--Copy 2-—rr»
3 Paste 3--Paste 3~
4 Cut 4-—Cut 4
HFES1—ILD
BHIBm BET—IIL

B5 H—svk PCOIIE
Fig.5 Conditions of server and PC.

— 1 aA—HA |—
1| FileOpen
1--FileOpen
'i . Paste - | yt2--Paste .
v 3 | Cut o | w3-—Cut
4] copy |4] | |4 Corva
FEES2I—LD
ek T BEET—IIL

e M5 0%z Copy ki~ 7-ikfE
Fig.6 Condition change caused by Copy command.
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1
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3 Cut
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1—FileOpen
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3—Cut

\

Copy
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/ 4—Copy

itk T

/// =98
JEfRI A N
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NONE ¥
NONE
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PARENDETO Y S 042 {0+ 52 LA A0k
ERY, RET 72X ADN ST 242 edpT
25, 7, AN EHODT T ) A —L a3 TFuy s
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CHEAAELIZIE RIS ZVWETLDILS,
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LEHENRVTNDPYALET 72 AL L THETX
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BrET—JIL

H7 M6DBIZIT 9 AHF2—FAOTHY Y b2 A FMIL 72155
Fig.7 Conditions of server and cracker's PC.
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— :L"‘*fA —.H-__T_L—Z_‘
1—+HA (Pastei‘){im
1| FileOpen
2 Paste 1——Fi|e0pfn
. 3: 2--Paste | 1--FileOpen
3 Cut ’\\ ;Frﬁl 3-—Cut 2——Cut
4 Copy ~—~—~—.14--Copy |3-—Copy
T 4—-—Paste
EEIAILD pE=a
; BB 4
10. / fomres
aE— VR 3 q 92—
— | FE#MAE - 3
(PasteZ){ M =13 3--
Z 4——
1| FileOpen l /
2 7 Paste FileOpen y T—%C
3 Cut Cut ’
4 Copy Copy 9——
Paste 3—-
BESI—ILD 4—
il BT I

8 AEZ—HAEHIL 2 fiEO R A L -0 IRE
Fig.8 Condition change caused by illegal use.
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1:int plus(int int,in2) 1:int plus(int in1,in2)
2 2:{
3:int sum 3:int sum
4 sum«in1+in2 — 4:inleinT+1
5:return sum TEEA|5:in1—inl~-1
6:] 6: sum—ini+in2

7:return sum
8:}

H9 TR widAs
Fig.9 An example of redundant programs.
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! )
T HALEBOX 1:int plus(int in1,in2) 1: int plus(int in1,in2)
2: 2:{
l T&2: 3: int sum 3 int sum
4178 &£8178 4: sum—sum+4 4 inl—ini+i
FHIBR 5:inl+=ini+1 5: sum«in1+in2
< 6: in1+—inl1-1 6: sume—sum-—1
> 3 —
LEER x}_.{l:fill.', o E%ﬁj 7: sum—in1+in2 7: return sum
SnE c‘:GhE 8: sume—sum—4 8}
SUEAIRR 9: return sum
. 10: 1
B " ] g
L Y

H—\

10

A LHNT 7 ) = 3 Jik

Fig. 10 Minimum online application with redundant program.
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25 RkTa Fo5 0 i:vA-#V74V-7727—93y TayS L0
T;U;~Va% TVUZiVEV PRAENRFF 7 R AT maEE )
TV r—ar bk T7Y)r—a bR )
tXal) T oMmE
PaA-T A Bl 0N 5 WEE D) 5 END): 3
LOYHE | Fx s WBOAL N [ Y= RO X2 VT | BERI TN | F— RO F VT4 | F—RDEFa YT 4
IZE D RIEEANTRE BENEDTHLRY, | HaEMiE,rTss, 7 | BB HTHD, » | BB -HTHY, 2
ol hA0EBEL | 0T LR ELTE | -, GBVHOQEEPHE | », WA VEOLEL#
B AR EE LR ATHE EFEATAERART | ETHIENTERLL | ETBenTERY
T2 Ry, 7as/s s | By, oI ool
WX DRIEERIIARA |10k 5K E[HMILF 4
e RE
PURR: Ttk ol KAlpe Kl ol 3
Lg% ERA—FrRia— | ERa—FHREa— | AN T F/S L4 | BN Ta X5 ublE | THa— ¥RBHEa —
FEMAICRELTH | FEAICRELTY | 22< 50T, Efa | x0T, Efa FEfALZRSELTYH
EEFizw EKEIX 2N — YRR — P2 —FNBUa— Fii | Eraru
ACRETZZ LR | AIRET B Lidh
W a 23 hkEAT (\(FudF0kikEF
AV PIRVIZBM ] L7 PR ETERA
FhiZ, 7o/7s%dt | Thid, Puorsnkit
B3I EHFTETS  MTHERTETSH
DN, Sus7LAERE | BN, Tur5uk
KEATEE0R) -A) | KEATE 301 —A)
FiEEA Sftoew Sfipdev &< E RS AN PR/
&M< BACRE#FBENRD | MMAICKAREEAENS
L, BaBRTulTa%k |k, BN TulT L%
IR DT TF | xR kA (TursTF
LEXRETALI MY | LERET 4L MY
RENHBBHLEBE | Rl IIBRLBE
i, MARAREERAESR | 11, LACKIE#ER XL
FBOLVERA N7 | gL TRa— YRS
a5 LR ERTASI |05 ak MY S
L HIETHE) & ATRE)
Rl(c) I27L-F4X942 7T )r—2a30 LMD ADWE (12— Y7 1)
Table 1(c) Comparison of usability.
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Table 1 (d) Comparison of performance.
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