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Mechanism-based PKI—A Real-time Key Generation from Fingerprints
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This paper proposes a “mechanism-based PKI”, in which only a mechanism for generating
user’s private keys is installed on a smart card. The private key is generated inside the smart
card at the event that the legitimate user gives a “seed of private key” to his/her smart card in
order to sign a document. The key exists nowhere except while users are signing a document.
Thus, users no longer need to pay considerable attention to their smart cards. In addition,
this paper also proposes a “statistical A/D conversion”, which is an effective scheme to con-
vert fingerprint to just one and the same ID in real-time. The statistical A/D conversion
enables us to use fingerprint as a seed of private key. We construct an example system for
real-time key generation form fingerprint. From some basic experiments that we carried out,
the availability of the system is confirmed.
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Fig.1 Generation and registration of public key.
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Fig.3 Registration of fingerprints.
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Fig.4 Statistical processing for ID table generation.
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Table 1 Experimental result.
tFXa)FANRFA—F n | 2.0 3.0 4.0 5.0 6.0 7.0 8.0
FRR[%] 0.500 0.300 0.300 0.200 0.000 0.000 0.000
FARI[Y%] 0.000 0.000 0.000 0.000 0.036 0.059 0.166
¥y Mg [bit] 192.3  171.5 143.7 1150 88.2  66.0  40.5
‘T 2 A 1 6 16 32 39 52 63
g2 BEBROER
Table 2 Additional experimental result.

tF¥a2YF487A—% n | 2.0 3.0 4.0 5.0 6.0 7.0 8.0
FRR.[%] 0.400 0.000 0.000 0.000 0.000 0.000 0.000
FAR[%] 0.000 0.000 0.000 0.000 0.018 0.041 0.065
¥y Mg [bit] 189.3 172.5 160.4 1405 119.8 959  66.8
#3570y 7 E) 1 11 15 20 24 30 42
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