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A countermeasure against insider with detection of suspicious behavior (part2)
Toshifumi Sugiura**, Masakatsu Nishigaki***

*Graduate School of Informatics, Shizuoka University

Hirokazu Maruoka*,

**Research Institute of Electronics, Shizuoka University

***Faculty of Informatics, Shizuoka University

Abstract We proposed a real-time detection of internal fraud by sensing insider’s suspicious
behavior in our previous work, but in which we found that experimented insiders could be able
to control their behavior and avoid detection of their fraud. Therefore, in this paper, we
introduce to detect heartbeat interval of insiders. It is well known that when human being gets
nervous, his/her heartbeat interval will immediately change. Since it is impossible for human
being to control heartbeat, it is expected that using heartbeat interval as a suspicious behavior
makes it more difficult for even experienced insiders to avoid detection. By conducting some
experiments, we evaluate its effectiveness.

iﬁM?M,*%&éﬁ&bTrﬁﬁfﬁﬁ%%ﬁ
TARITHEF TR ERET S Z & CREREL B
FTAHAFEREBIZOWTEBERYER L. ZTORKE,

1. XL
EEREL 2TV D, BRIBREIILDETS
HNEAREMIDOME L LTIX, MEY 7 A4 LOIEEk

DT IR, TRl OREL Vo TEFIE
BERAENTWB[2l. LL, BET 7 A LDES
b7 7 & AHI#NE, ERT—VP THBENEBRES
BEESROT 7 B AEREAELTCOBEZDIZEHT
2. FEie, 2 OBRFITINITOBBRER ICIZA
hTHVIFRMIEA &L LTEL 3128, BITEY T
A LZRETERWZD, MABBRLTLES A
BEMEDS B B ’ ,
FIT, BABINETIZ, 2—FRTEETS
BRUCAE U A RIEPCRERK & Vo DEREOE &,
TS 2 —TFOEBOEMICER L, HELX
RRDAREREGEBRETEZ 2L > THEFRE
BUVTNANEAL NCRIT DR ERELCE 4]

RETAICTENR2BBEFICS LT, FEETH
T T RARE SN, H5REONTILRE~DE
TR A R 2 LN TE A, UL, EBREEY
BELTWL &, REICESOEE(HCEO) %)% #|
Wy BaEFEREL, BIIOVECEESNLTRE
FAEFER L O\ BRE D, ERRE V- BR
EORERE VTR LI E-TF T RERE
ERPRARERITICENTELLICRDEND
RAREASERFE(L L T & 7= _

LoT, AB TR —FREETE RN
DERECEILERIE TS LICLY, B LN
HREZE ChoTHREARMTE B FROERE
B89

— 203 —

NI | -Electronic Library Service



I nformation Processing Society of Japan

2. TELREBHORMIC X 5PERLAH
NEHAREZE ITHEBOER 2 —FThH o, BE
Tr7AMIERICT 7 AL, RAHLLEESHRL

EITOHREALTRY, TORENEREEH,HFR

ESRENTHEMICHN T2 2 LI LV. Z0kD
WCREENTRE R AP RVWTER 2~ X AER
%L RERELRIBD 272012, Halt, 2—F
DOUIRIECEECEE TS, 2—FRREEITH
BITIY, REZMT &V REPRER,NS, BE
DEROEBEEITHB L IR 3 LERBICH S &
ErbND., TLT, ThNEELIIR2BRER
FELTN T L 72 o THND FTREMERE .
REZFTH 2—FICHiBT 5 £ 2L L%
BEETDIORLE, thEBRBETEZEI2LY,
NERESDRLRET D - ENTRELERD T &
BEBEIND., 2—FOLEREOELS, Thic
1 5 FEDAEBERERICONT, BRENTETH
BEEILNDLOOFERICTT. '
(1) DHEHOEL
(2 RITFEOLE(L
3 HEOEL
@ BEOKRTEHBT TS
AWREL, ERO X > RNHRES O LEKED
ZIICRET 5 RER ST EBN R T2 RIS
BIEILEoT, WEARER Y TA¥ A SiChRET
BIEEBETLOTHS.
BAZINETIZ, @O0 TABOKTZHERTS
FE(F 7 R 2 BRIHT 5 - L TRBRERZRET S
ZEERBI[Y, EREIEREERDINICHR
CEAOBORIBOR 2] L, F7REEESE
PICFREfTHEITI LN TEBLIITRB D &0
UL, 22 CARETIE, HQo Tuako
k) OBRMEEATS. ARIZEER & BRiRE
BOTODHEIEESELS Z ERmbRTEY,
o, LEREBO LI R E L Lk D%
b LTHENSI5, 6l —ikEslc, =—FREED
¥BEIToTVBLELHBLT, REEFo T
BEITIID RS TLEMICEREREICH D720,

ZABLHBOEE LTRIHERDZ EEZ LS.

D#EZ B CTHIET 2 2 LIZERMICIIEETH
DT, FEBEBPARLFRO#EMEM > Tzt LT

bALGRIZ L DRME BT D2 LI LVES S,

X1 &K 2%, FEREEREOHRBROHEO
REBERLEZLOTH D, KL, W OHORER
2RTR-RERR], HEsf ey MOTHS.
AR, fRELRBELBFVTY T v 7 A LEREID

HdHE, 1ok, LEOBRIESMZEL
2D, Eo0EbREL QD HICBEBEREBIZHS
XL, M20EdIT, YTy ALERELY G
DI OBBAEHICEL Y, BWEHEICIE S
LD R B B 5]

BT, ZONBREROLEEOEL 2% H
THRIENTEDINE I PEEBERICL VERT
5. BRI, FERELREZITo TV AHIRE
BT 0HT—FEBREL, THRELRERT
S TWHREBZHEB LGS, B 1 00 ORE
PHE 2 DX S RLEDORE~OELNBRAIS NS
MESPERETS.

12
1
& os
= os
3:‘ 0.4
0.2

0 ‘ ‘ . .
0 100 200 300 400 . 500
BT oy ML)
X 1: FEREOLHAK

12
1
& 08

Hos f® =
z 0.4
0.2

0 . ‘ . .
0 100 200 300 400 500
BRI oyb )
X 2 : BRiRREO.LIEE
3. EpEmR

AETIE, 2—FRREERITIBIZ, FEREL
NERITDHED BT INE I hEERIZL-T

DB, kR, TRETEBY, BEERERT S

TE(F 7 RICHWTH, W AREERRHT A hU A

IR, K1, M20s7 7123 E0ERICTELN
TERERDOHF LM 2T — 2 BB LD TH
5.

— 204 —

NI | -El ectronic Library Service



I nformation Processing Society of Japan

D12 LTELETHETD. NHBREEROHK
BREIZIL, BERNCAFXOFEMODHEEOELE X O
FIREBRET DI LICL > TRETHERINT S
bOTHHZ LIEZMAL, TN THRETHERL
TELENEIERETD.

3.1 EBHE

3.1.1 ERBHE

ERIT HRE) 1AL TERE] 140005 E
BT TITbnd. ZEROZONC, HBREIZNBR
ExITOBIOEERBIZONT, LHEEORES:TT
5. ZD%, HREINBAES L LT, FHES
ERTFERIEQCAT, TERY a7 RO TREY a7
ERET DTV, BRBEIFREOWREHE
NDHERL, HRENRES s TEITHLTH5%
RLXS L7935, ZROBFHK 3 ITRT.
ERIZBINT 2013, KEBFEESLTHS. 5
ANDOEREETNTNIZDE, BV D AKDOHMNS (B
HE| 2B, ERT2ESD. 2L, 1 HOE
BRIZBWT, RUAN 2 AU EDOHEREOERE L
LTGRBHINRZWE S IC L. BEERE L EUOE
LA 5, BHBREIZHOWNWT 2~4 BHOEREFTS .
EREEROMIIAVRL Eb—AULORBEE HiT,
EHBRECIEROTACHTADERDER(FF
RBEOHE, LHABELOE® 2L, FTRMN
BEIN-HEBRE T ENEZIHT S LD, 77,
DRBELSBRE SN EREICIITES T Y S
v 7 ALTRETREIOERICER L 5 2R LE.

HERE
BiRE

3. EREE

HEREIL PC DRNCE» TEZE1TH. #%BED
#BH 1Im iiE, HREOEADHFEIC TEEET A1)
ERITE. BRI AV EIBWT, BREONESY
ik LTER 2m T 20#i %2 [EEES], 20
NE THRHSEREL) L5, '

AERIZ, NEAREORHEZENE LTWBED,
BREIZIIFREY s THEREICRONDZ L% T
EHRVBITHLEOIMNERDD. 22T, BBE
W LTRERXBRT 2BEKEZR LSV B0,
EEBROREIEEIE U= $3524:(1000 HHEY OAE
)RR L.

312 EHRVaTE¢AREVaS
BREOITOIER D a 7L REY s 73U T L

FICRELE. 2B, DY s7ey, FX7 k

> 7 PC(0S : Windows2000)?> GUI Elz W\ CE%L

2179,

CERT a7 Web7 7 UH2EANTC=a— YA
MEEELELET, 20V (4 FD=a—R%a
E—L, =F 4 FU_R—R +TB, 1EDaY
—Ema—RAO—XT LTI L OHIBL, =
T A4E 1_—=U45(1100 LFERYD 3 ©— &
— A FDEEEITS. ’

cRIEV a7 :PCHDOH LM L HERD LT 41
FRICHAERT—F 1 5%, PCILiEEINT
W5 USB AEViIZabt—+5. &8, 774/
IE—L, 1) vV RBEIC Lo TEBBPEET
D7ANET 4 FUERBE, i) RRICaE—
ETHD USB AFVDT7ANF T4 Rk
BE, il) vVAD KT v /& Fu v 7 #iE,
%721% Ctrl-C & Ctrl-V OF—R— FAHIZ L
S>TEBRZ 7 ANVEat—T5, LWHEIET
T52&¢&7%. HEBET—FDT77 A% A X
BhEL,PCIRED o — BT —BCRT T+
D.

3.1.3 HREOTH

WREIL, T, FEREOLBEDOT — %%
ET5. B3 RSN ERBEOL L, HBEL
PC DRENICEY, BEEES W2 VREET 10 SR 03
EEIERENMERICBIRT 2)%1T 5. N RES
BET DD, AE, FHEREOF—FZIIEHY 3
TOHEFT-OTND & EDOLHBPTRET 558
[CHES>TWD. UL, EBERTHHBEETIX
BREOCAEEZERLT 10 HBoFEEICL-T o
IR Z T 2B, T PAETRELEN, 585
LB E EERY a T OB ETo 2B EDOLEOE

2 Microsoft Internet Explorer
8 Yahoo! JAPAN, http://www.yahoo.co.jp/
4 Microsoft Word 2000

— 205 —

NI | -El ectronic Library Service



I nfornation Processing Society of Japan

LT 5 FHEREZZRIToE A, ME
IZREREBIFDON R o7, Bx X2 D 10 5
DOERBIZ Lo THLNEZHEREOLREDT — 4 %,
HREOLRHRDOT — 4| LERTD.
WREIILREHOT —F FRE LZERIC, N
AEHFHE LT, BERELBREINZVWESICERY
a 7OBRBICAEY s 7175, bohLoERE
21X, AERD [HE 2R 2178F T R)) & T
HEOEL] ZREHLEIELTVWRZLEEBERLT
W3, LEERoT, #HBEFIXTESR0 ERELHR
B, POBBELRVWEIICAREY s 7E2ITES
ETBHZENTFRENE. HRENER T s TLR
EVas 7O T LR T, RERIIELT
EREKRTT 5.

3.14 EHEFEOTH

BEREIL, BERIA VIR THBREOR SR H
XML, WBREOTFT A A VA LXERT L. BR
FiZ, FHOBEEEN LS ) —FHOFBERE T
RIEE—EOSETEBELEN D, BERFERMICH
DRDBEREDT 4 AT VA ERDBZ EBHFEN
5.9 —FOFEEIBICELRZD, BERETNL,
BRI T 3 ORI LE Leg, ERRaMloR
BERIC A CHREH L, BREBRTS. &P T
IhikEof ), BREROBF CRAF MR X
BLED T2 kv, BEREFIEAEEH
TWARICHEMICEREDT « A7 v A #BERT
HEHEBEENTRERCT A AT VL ZERLTWY
BT TIHRVDENR, HAERNTVDHHEREIT
WDTF L AT VA BZRLENTWAEDONENHRVOD
T, HBREFIILAROICERENHFEEE CELLT
WABRBICREY s TRRHB LW D LIRS, 2
B, EREOHSEEILOVWTRERERDOERS
MEBEAC—E LN, BEOBITEE OHMBARN TH <
XolTRLE.
ERENEREDT 4 A7 LA LI Web 757
YT ZLUADT 4 RUERRLEEEIX
[RIEXREK L L, TOECERYKTTAS.
REBRTIE, REZLTZLICHTIREPRE
B BAEL BEBOECEEBN R LR L
W LL, EROERBEICAHOTRES & FKRD
BRECREERYANESZEIIELY. £2T, &
WELBNT BERECWeb 77 0¥ LT 4 FLU
HOEEDY 1 RUEBRINTHIWIT RN 20
IRMEATTHZLITEY, BREIZ AICR
OO TRWITRWEBEZITo TS LW\ IRFF

LaFEE L0 L, BUMICRBRRELIEY H
LT3,

3.15 FERTRETZTFT—F

ERTIL, b A TEAVTHERE DB PEOH X
ERE LTz, £, HREOLHERET B DIT,
WBRE ORI &R, FRIC—EFLERE=#
ROBESEZTRY (1, HEREPEREITSCVDH
DF—F 2D T OADE RIS 28 L CEBR
ZavEa—FRICRYAATLERERRE L 0.
EBRTELNZLERD S LEOMEE R TR-RE
il L, K1, RI20OX5R2777%E5.
ERETHR, REBEENETF—ZNbEEREDHE
HE BRI 5178 s, LHEEOEERETS. 2
B, EHRIINFAREEZ Y TAZA LIIBRETSZ
LEBIETLOEY, SEOERTIIERK THRIC
ABDOBIZL 2 THAZOBRB LLEROT—F %
fERT L7z

¥7, ERYa 7 LRETYa 70HVEBEIDOF A
IVTERRDED, ERPOT VT 4T UL RY
% lms B{V CROE L 7=,

32 EBRER

HANZ 5 AOHBEIZ, FTROBOBREIZLS
NELRAERUIZMEMRBRLTL o2, £8
BAREDEBIZF FRELRVWEICTHI ENTE
BEDIChRok®ic, FIRELHAOBEOREIC
LBNEILRMOERLBMB L. F5RELHIC
LARMEROEREYE LITRT. R 11, S8R
FEOREY a2 7ORE, AEEHERT 178175 R)
DHEE, LHIRIEE Y 751T> TOBEOLHEK
DELOF EH OB FHIICE L 2ot
DHROBBOIE D D& WKL oAV ER LTINS,
TP, 5 AOHREICHL, FIRELMICE
HREERE 2 ST o, HRED & Elcon
TIE, 13o& 0 & LR OBL IR L 52 &2

5 PERSONAL#:, PBCO003, HE*E#k : 130 FE%EE
W7 L—AL—F : 30fps

8 HANBITEKRRNESMH, DVERE=FHT 4 AR
BHE Frhim—FK

T AEIBIEORKEEFERH L.

8 MRE&tto T vy, USBHIGEZEATFa /A
F1E Y 2—/ ADI12-8(USB)GY

9 Bl CrafersEt R R EHTI 22 SV R ENT
B, EROBRGCIIBERICENRTE 3257 ETLHE
EFRETDHIELARRICRBEELILND.

— 206 —

NI | - El ectronic Library Service



I nformation

Processing Soci ety of Japan

TERD, ZORETERZKT L. HEBRE A
& CIOVTIRLHOBILREERICR Z bz
Sl ELREELTA DI 2 EIEREITo7-. L
L, AD1EBOERZRE, 4 HOEREZEL
TOHOEIZBR S NiehoTz. #BE BIZoW
Ti%, 1EH, 2EEOLBHEOELASBEI ST
bDD, ZOEHERE DL E ICH~/NEho
e, Ry 3EAB, 4B BEOEREITo .
4EIDERZE LT, DHOEEMNREZL LN TS,

4. BR

ERERLY, 3 AOBREICHN T, REY
a TETRICABOBBITE(F Z REMA 51 L
Y BOOEOFENFRIERICAR R TEZ, LI
DEHEIIDEOBILREFNICRHEEN D Z &
DHERTEZ. Zhiy, FEZITH>IZ LithrE
EENE TH->TH, LHOELEEHROIIE
THZERBLWZ LRGN B. B, LHEEOF
BOERIZOWTIE 3 ADHRE 2 & UFICBAIT
ETWAET, #BEAO 1EBICFEITIRALER
HIOLHEDEETH D). LB T, ZOLHEOFE
BOEX, WEBREZRSTD ETEHR NI A
Wb lEBZONS. ‘

L L, #HBRE A LEBRE ClionTit, RE%R
ELAERMTE Do, AL CITERKTHIC
Tyhr—MeEREL, ERFEOLBREBICOWTSE
Nz ?, MEEDL TERFIIBEEL VLR
51 LWOHEIERELNT. ZOZEND, SEO
EBRERTA L Chbd, DREOELBBRE S22
Mof=BHL LT, UTOZLBBZ6N5.

1. ZHREOLEXOBRERIZ, BICRIERE

WZh otz EE, BRLLSTWEEOEILS

—@E8 —EAR =[EE P4 5] B
e Diaon | X a0 | E an | X LD
% f mEomE |t if mEoRR | i if mEomE | Zt ff mEowmE | Zt
® THOER | 5 | 4 o TROHR | 3 | 4 e THOER | 5 | 4 * THOER | 3 | 4
5 | #% 1 | B ¥y | 8 ¥ | #&
& & S &
Al O @) Ol x |0 X x| x|O X X (@) X
B| O X O(x|0O "X Ox|0O X 0] O O
c| O X x| x 10O X x| x|O X @) X
D| O x O|x|0O X Ol x| - - -1 = - _ | -
E| O X O0l0|0 X OlO| - - - - = - - -
£1:F7RELHOEREFA LENEILRMOEZRER

—R1DEIRTLNERIY H 5.

2. AAOBBLIIRZRY, HREOHFFIIRR
RIBICED o 72 SENINERFRIE & v 5 R
21 ORPENT BRITTET T oI 0T, B
EONBAREEZED L 5 BREREBELEV LT
ETIREL R, F, RYIZBND
EELTWVEDITTidianasiic, HREs
ERIZIBENTL I o0 TARHICRIB™R#
NTET, LDBEREBIZEENELCIZSS o
TWB AR H D,

SEIT TR TOHEREOAREEZRHTAHZ LN T
Ehholzbon, ZOL I RHHERERTH 6H
BREORMEBNELNTVS, REITE, RBERS
FRHICRT 2B SN REZFITHND R R LR
HIEEILRERLDESS . SIEOHEIIEZL
2725 L REEHENFBIC LD BB, K&
BRAROBEREBLRTHoTCHLREETHLEEZ
bhd. AFRTIHELRCBRREBEZEVHLT
WABbLOM, EDBEROESVIFREDONEIL L IX
HEIC R SRV, LoT, REY a 7 OEERA v

BT 4 TTOREERERBEYICEEL, ERIZB

THRBEE L VRAROLDIGESF 5 ENTE
WiE, BREARLCHLHLHDELERINTE S
DTV E FRENS.
EAEOERBR T, ERFOT 774704
RO2RET 22 LIC L) BRESVOFEY 2 7
%ﬁofb‘éf)’%ﬁéi’é TEMNTERLIWCREHLT
WA, SEREOLHBOEIEFREY 3 7 %17
TWBZA I FIZOWTH L 25, EEO%
BEND, (REY s TRRET T3 & LHOEEAK
x<AB) LWHRESRLNEZ(E Y. F4icix
RREBIZMZ, y=02 DB EICREY a 7D 4

— 207 —

NI I-Electronic Li brary Service




I nformation Processing Society of Japan

YRUBRTITF 4 TR COARREZE#H L TH
5. M40EMzEETRE, REVa 7HB5ETL
A EBIEAREY s 7O 4 v RURBET 75

4 TSR R)ERIC, LHOBRASEMNL Ty
. Zhit, REY s 7R EEKT LERETHR
BIREBMSEEN, TRETORRRENDLY S
Y7 A UTRENELDBRENBIT LI E2RL
TWBEEZLND. ZORKIL, NEREERE
BRICREZfTo TV AHEITHEND L FRENS.
HHAEEOLER S L VEMICAEZL, —0k
I RSB RISEETICRB LT 2 kit Ly,
W%mﬁﬁ%éBKﬁtéﬁécaﬁﬂﬁﬂﬁée
E25.

02— oo oma— 88—

0 100 200 300 400 500
BT ovrE)

4: REV 3 TR TROLOHEOEL

5. ¥&®
Z—YRNEREZT S B, BECRER:
ENBLERESELTHZLICERL, ZhET
DRFEEHRT B1TB(F 7 R, LHEKOZEL
ERIET DI LI Lo THERL R RT3 FRL R
KL, FRTHRERERLIT, AFXEREL
TOBHRHMAREE N HBEIMLELLTYH, ©
SOLERELHEHTS 2 LATEP, RFRIZE
BRERMEFERT - LR CHE L ERL
7-.

2L, DHIIERENRREREBICLS & &2
TR, BECEP LRI ENELD T ER
MoN T[] ZoEDERICIE, ZHE—FE
B OB TS, ERY s 7IcEF LTR
DHATHWBEEEFEY 3 72T TV B EET
OHEBET BN E I DER/ETILERD S,
CETe, DMROEEFRATBICHTEoTIL, 5
FICLHFEEE L THObRFERBARNEN
5T EMKREREEE D, BRI L
HeCLbERALENTWA D, ERAOBRECILE
DX DB EERTILERDD. LEREOE

b7z cel, RERICHERICEEL 5
BT EBMbNTVRI6l7®, ZhboiEREFIA

«Tém%;wﬁaa.Wiﬁ,Dﬁ@ﬁb@ﬂ&ﬁ:
EOEERET A FETHNT, VA SEOBE
FHERVBZLICLY, a—FICIEEMRORE T

—VFOROREEEDPEMER LD Z EXTHTH
LERBRbh5. ‘

b TS
BREXZEFLEREFESELEEC, LEX

REREOHEIDORE L, DROMEICET S T8

ERE L. WATHELRT.

B% X -

(1] WIS, TERRE, BECESERR, A
W va—F W, 2004458 170, |
http://itpro.nikkeibp.co.jp/free/NC/TOKU2/200405
25/1/ (2006 4 2 A HeRR). |

2] TEMRmx®), BTN - BFBREERF
¥ RV, ,

http I//cgs-online.hitachi.co.jp/serial/serialo11/002.
html (2006 4= 2 A #3R) .

(3] TESSREC), =v WL y¥ Fr u,
http://www.et-x.jp/modules/tinycontentl/ (2006 £E
2 8 #ER.

(4] AEELF, PEERS, (RELEBORMIED
WEILSR), TROLBEZSHERSE,
2005-CSEC-28, V012005, No.33, pp.363-368, 2005.
(6] &, [HATETRANDEDA I =X, B
Ehe.

[6] TRRSBBREBW DD ANBIBREFT —F N—x |,
http://www.hql.or.jp/gpd/jpn/www/hdb/work/conte.
nt/topmenu.htm (2006 4= 2 A #E:R).

[7] T AirSensel, HIZBUER,
http://www.hitachi.co.jp/wirelessinfo/airsense/

(2006 £ 2 A 7).

— 208 —

NI | -El ectronic Library Service



