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A User Authentication Based On Personal History
— A User Authentication System Using E-mail History

MASAKATSU NISHIGAKI' and MAKOTO KOIKEt

It is very difficult for users to memorize secure passwords (long and random strings). This
paper proposes a user authentication using personal history of each user. Here, authentication
is done by giving answers to questions about the history of user’s daily life. Users do not have
to memorize any password, since the passwords are what users already know by experience.
In addition, everyday-life experience increases day by day, and thus the question could change
on every authentication trial. In this paper, a user authentication system using users’ e-mail
history is shown as a prototype of our proposal, and some basic experiments to evaluate the
availability of the system are carried out.
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Fig.1 Log data stored in home computer.

YT DERE R 5> TLBD. $TIZ, BFA— VD%
SZEMEBETHROBEEEY, 107 -2y MIEHELT
BREPET AL TEXLMEELHR 27 L ED %
HEE, BFL YUY REFERLLESATWVS,
F—rarv¥a—JF1 v JEETE, BALKED
WERHEHICET 2070k -2y Ea—F I3RS
NTWZEILRABEEZOND, Thbb, M1 T
AT LI, EFE Ty Ees [REQOXEED2 500
DTV HERZFE L7z &v ) iFHe, $HRECETF
LyIns [4HDIBIZAAREST] EviolziE
HWAMZ B h—L v Pa—F IZEEI TV,
COLH) IR ENEREORECHERICL TS
X, FORETEELTWAANBPREXHEHT S
ETCHEUABEHRTHY, TSI [Z2DANDEIEDREEE ]
ThHoHEV)ZENTELESL)., Thbb, 224
TRLEAANOBEEHE LTZou SEH*#HS
LIENTELDTE RV LHRFETES.
3.2 A—La E2—20O07 ERAWEERIETX
7 Is
F—La Va2 —F I IRAEEOT SR INATT— R
ELTHWAZ EIZLY,
(1) 7NRT=F2ERLEMP%Z Y (TTICH->T
Ww3),
(2) MACEST, 2=FDNRRAT—=F (T4hbb,
ZDL—FORADKEER) &5 LIZH LWV,
(3) BrERIIEAA L EELTH0I, HDHE
BOY AL LAY TINAT — FOBEHFIFTH
s,
EVo FENE L ZEMOTE Mz 38 LS
7= FEGREARZERTHZ LD TRETH 5 L HIFE
ns.

- OEIEEEF 7R R 947

MEHORFICRT
W-FEMIE?
i

TVEHREDS
KB OHAH
PM8:00~9:30
7Bk
BEEMERAOY
ANEf—fE¥ OHOHA
PM3:50~ 3:55
EBFLUTFERADS
AXER ORAB
SE T34

Op e
5
;i%ﬁmm

\)

R - -
FBELBALA

X2 EWEBEEZHAVAZEES X7 20806 (A—2atFa)
71)
Fig.2 An application to home security.
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Fig.3 User authentication system using e-mail history.
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Table 1 Correct answer rate on each values of (n, m).
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Table 2 Correct answer rate for their own e-mails.
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FIDFETH Y, FIFRENDA—1) Y7 X bR CC
GECINFAEALALABDA - VEZET ST
O, BAEICHH SN ZE A OFZEX—LVOFIZIE
B~F IZ& o THBHMD A = VHHFEIETSH. —F OB
34T, HEPICEAE A EFAUMESRICHELTS
D, FEADANERDIZDWTIHI L H>TWAS, L
2L, BIEIMAELEEL TV L7220, BIEIHEH
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%£3 MAOA-—NVEFROLEEOESE

Table 3 Correct answer rate for other’s e-mails.

[ A B ¢ D E F Bl
BRA-VE 80 80 80 80 80 | 400
EEH 52 52 56 52 53 | 265
EEE (%) 66 65 70 65 66 | 66
BamoA—NVE | 27 25 33 36 35 | 156
OB H 1 J 7

BRA— VI 80 80 80 240
EEH 45 51 41 137
EER (%) 56 64 51 57
BHEOA—VE | 0 0 0 0

ENTFEEADSEA—NVEREA= VT 1EDT
BLTwhW, '

FHEADRED AV (T HURIZZELALX -
V) EBEEDOX—V (30 HETLAATICZE L7z XA—V)
DFRPL T VT A0 DA —NVERDY, INOHH
BRERBIIHL, A—NVEXDOAEEBRLX—NVOH
HEHMLTH 5. Thz, 1 AU LEOEEEZ®
JT4m GH80E) 7V, A—JV 1@ 1BICBITA
FEAERZH, ERERER 3 IIRT.

%3 L0, BAIOA—VH%\v OB OFYIEEE
W 5T%E VI ERTH o7, ATV AT LT 2T
HoH70, HFIHOHMW % I » ¥ AT 7286, Y
FEFIIH 50%E 5. OB OFHIELEED 50%IC
FEWEZ o7 (BEEWREN o) TEPD,
OB AL WA=V LTIFEAL [HTToIT
3] TEZBLZELDTERDoIEV) T LD
Doz, L LEAS, EEHEO OB ~OREED
AELY, A-VAXCAMNERT L) LEECHE
B 7388 PSS TN TV ABAICIE, HBHAESIC
HIHOHIRT ST RESS o 72 2 L DS o 72

FEAED P IEEEIL 66% L VIR TH o7z #H
RE2hH, BIRENL A= NVEOH 0% FHEIAE
ZOAMmMENTWIZ A=V ThHol. T/, HBE
B2 OFEBRLIDVEADA— VIR LT, 2—F3H
B TIELLERAIENTELZ LN FhoT W
5. BEXD, RAHEA-NVTREVED DK 60%D
A= WIZT L REAEDOFEHEEES X L35 &,
0.40 x 0.90 + 0.60 X X = 0.66 "I T 5 &b,
X 305 TharLkTH. 0oFh, AMEAED, B
BEIS VA= LTIRIZEAE [HTT 21T |
TEZAIELDTELRDPoEV) T EDVHHE.

KEBRLYD, WREFLS VA -V (EH2—HF
DTTAR= N A=) RBITHEATSZET,
DT F LR CHIA B 2 EASTE B RS
REMNIz, 7277, RV AT LD A—VOFIBEZES

2 —HDEFRREE Bz E X 951

QRO ATF L THAHUE, 72 2ITEM%E 10 [Ol#
DELA-ELTD, OEOMEEIT 210 = 1,024 @
D LDPHEELEZW., Z070, 56 ERLIZELT
b, 1/1,024 OFER (#0.1%) THOTELERFLT
LFEH»Z &R A.

4.3 BEREROEER

EREROMRELY, [(n+1) HEIAS (m—1) H
B TOXA = VIFERFEIER L2\ &) TR2M
ZBHIEED, FEA-NVOERER WS
PIEEICHEET A AR ERR CTE 2. LarL, h
PO CIREBOBKRR A —VETXTHRTA I LN
TEY, FIEHEIXOREEICE ETLEVHIFERT
Holz.

B4 F LE DI, RAEOBOERICHE
EVRHOBVA—NVERRTLLENDL. DD
i, () ERL—FDTIAR- X VDAE
FHTS, T2, (i) KBEEOMOEWA—LVES
I-LLTRASES (ERL—YLLITEHTDA—
NTHRWD DR BT A ENTRE), R EDHKRD
B THAS. B, RFEGEY AT A FFEIERT
BA—=NET+ VTBMNTIRECTCEALDT, 1—HD
TIAR= IR A-MDPELEEINDLA VT A VT
2P L TRIERIT) L RBEHICERTRETD 5.
727L, TIAR=I A= VIIBEDRoNTL S L
VO RIEYRDH L. T2, BT ELOBICAEEREDD
TFoAE) TERLILEELL L, BREZHERT
CEPRITLHABREORNTELNRERL ERD
na.

AKBIHARTIE, FERFICERL-FOZEA—N
DHBEREREIND, Thbb, BRI TELEHAAS
WBRESTEHRLI—FOXA—LEHRGIENTETLE
5., TNETIANTVOBEAPSIIKRELHEE 5.

5. BFA—IOBEEEZBWEEEY AT LD
R

4 BIZBWORLIARFEIEY AT L DOERERD S
X, FFEHFROEROTEEMATREE S NS BRHF
b7, Lo L, EBEERTIE1HOEHZEA -V
KA 10 BARMOBEBREZIRL LTHEY, EEED
WIHREEICE ET-oTWVA,

KRBT AT LT [Fak @] ORI EY
LEE DA — V2B T I X ) EEEOBERME & ik
FTBIEERATHEY, IRZTTIRABDOKE
B BB ZZEICHRT A 2 EATETWAR,

Mz T, RBHFEY AT A TREBIEDBIZA — VAR
BERENL D, MADHLL—FITEDTEILT
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952 B ER AL

AAE T Z T AR R T TICLFLI—F DA - VORE
RO LN TEL FFISA L THLSFZL—
FORX—NW2FTDDL) L) TITANYOREND 5.

INODORMBREFLDLERD L 125,
FIZER 1) I HENICKEDO A —VESZELTNWEL—

P T L5 A+ 5 TH 5.

MR 2) I HIBOHM A HRETH B2 2 — L%
TEIHER L ENTWw v, RARGRH
mLTwa,

R 3) @ FREERRIC A — VARSIDSERE NS 720, i
ANDBA = VONBE R BHEIZMLZEHNTEL LW
) TTANYORIEND 5.

RETIE, MES2) LMEL3) OmHELRLD
TeODERAFRERET S, 2LC, MEND) 28
A, WRFRIIH LT, FHRREEICEDLHEAE
WeBRE L U7-RHEER AT .

5.1 B ATLOBRAR

ARE T, WEN2) DRELZRALZODHES
A&, MER3) OBBERADL-ODOYBHA %1
%35,

R 2) 23t 23R EE, ZREERE O BN % Mk
BT 5L Ths. FIHORIEZ [Hrd 2 —
V], BEDA=N] O 23RS, [HEICEED X —
WV, TEREPRED A —)V], [FEEIZBED X —
W], TBERZPEED A=V O 4RICEET L. #
LT, 2—WFEHD, FEEZELHM LI A=V %
RANMERT 5 LT, REOEKZE A - (GELH
WHRESNE A - Ve &Rt A -, &
KFHELDPoTA—NRE) 2 E5ICHRT A Z L8
WREIC A LSRG, Ch2BBEFRK o T 5.

MR 3) 13 A8FE, FIEICHAT A A -
DHIZ, BEL—FPZELTVWRENT I—-X— L%
EOLHFRTHH., TNICEY, 722 MBAICX—)L
EHMENTLLTD, ZOX—UPEFEHRLI—FD A —
WD I = A= NVEROPDOHEFHEE 2 ), 7
FTANDOMEIBRINDEEZELONS., Thik
RAKB &T5.

MR L) 2&A, CROYBARISH LT, 1HHE
IO LN WERE L LG ERE TS . #
B3 26~45 MOBHRANEOHEAN- L (O~V)
Thb, FEBEDA—VOZERRICOWTEL 12
RY. BB, B4IZBWTIE, ANAA— LR 4 )L
ARXA= N &% [RELRA—)V], Fh4E [LE
A—V] LEFLTBY, 147812 [1 HOPHZ
BA—IVE], 24TEIC [Z#ETHA—VD ) L TAE
A= VOHEE| FRRENRTWE, £4 0347013 [2

N =
F R RS

Mar. 2006
R4 WHBEOX-LVRERRT

Table 4 Average number of e-mails received.

OP QR S T UV
1 HOFERER 50 50 80 150 70 100 30 40
REX = NVOEE (%) 60 0 70 60 1 30 1 30
TANT R CER OO x O O O 0O
REA—NVOER X X - X O O O x
AR L-EE (%)| 50 30 — 50 20 70 80 50

EA—NEHTT)TEIZKEA =N T+ VTIZIEY &
JTEHEL TV L2282 78 YES/NO TRENTH
D, YES O#HERE A LTIX, 417812 [REA— )L
DA—=NT AN (TIFFTANVEY) HDOA—L%kER
FEVCAEA L7228 2] A%, 54THIC [TXRTHOA— )L
TANWETDIE, AEDRA =V T+ L FDOHRD X — )
TROAEIAEHT A L ICBRE L] AR ER TV A,

52 4RPBAXTL (WMBFR o) O

5.2.1 ARAEEROHE

BRAR a DRNEGEREFRL 720, HEERA
DA—=NVEFHL, 1 HHICb> TREFFTERIT-
T H\w, EEREHR.

WEREIIFK A D8 (O~V) ThHi. BEBED
BiE (7 HUA) O2EX— 0V EEF (30 ARTLED
DFZEA=NDOHPEL S VT LI 30BDRA— %58
U, BEBRBIZIA—NVELORERRL, A—LOH
A% [HEEIEED A=)V, [HEEIBEDX—V],
[EBRIZDFLD X =V |, [BEEREABED A -V ] O
ARTEBLTHS ). Thi, 1EBU OB
HIF T4 (F1208) TV, A=)V 1 1\EI2B
VB IEEERLY R,

HEFN o ([CBT 5 ARERE, #FEE 29/ 0 5
AFUCHIRAL L2 C LI X BB FEOBL R TH~D =
EHHWTHS, 22T, SRIEBLA 43R 25 4
DEBRERICEL T, ThEBP 2RI 2FLEL
TREBEDEERIZOVWTOLERL, 8B 2i7 %
TADEERL ARV AT LOELERE BT 52 &
275,

T, PEREDS [HEEICRED A — ], [
WEDA— V| EBEZGE6% RELHK L] &
SHEL, WERED [FEEIRFORA—)V], [BRSS
BWEDA—NV| LEZGET [BEEHK L] &
THEL72H) 2T, ZONEDOIEEE, FERERLT:
DRSS ThbH., 51X, 4IROFIAE L 25 4 &
I 2 RDFBIEV AT L ER%G LBEDRIERTH
LLEZBIELENTES.

#£5 &0, 1 HOPHZRE X — VEH 30~150 @D
I—WFTHoThH, F¥BROHEERTA—LVOFIHIC
95 2ROHWATETHEL I LEPHRTE S,
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x5 HEANIBTLED 2 RS AT LOEER
Table 5 Correct answer rate for their own e-mails on two-
alternative question system.

O P Q R 8 T U V gt
ESRA— V| 120 120 120 120 120 120 120 120 | 960

E&¥ 108 108 84 106 101 105 88 112 | 812
F&% (%) |90 90 70 88 84 8 73 93 | 85

F6 HEAKBIDL 4RFIEY AT LADOEER
Table 6 Correct answer rate for their own e-mails on
four-alternative question system.

O P Q R 8 T U V &
ERA—LH [ 120 120 120 120 120 120 120 120 | 960
FEELHW | 83 104 52 86 60 86 38 101 | 610
5 83 100 49 85 60 86 38 101 | 602
FA% (%) [100 96 94 99 100 100 100 100 | 99
BEBRE KT | 37 16 68 34 60 34 82 19 | 350
EEH 25 8 35 21 41 19 50 11 | 210
EA% (%) |68 50 51 62 68 56 61 58 | 60

RIT, BRERED [HEEEAD A — V], THEFEIZE
FDRA—NV] LEZTGEEY THEELHMTLZ] Lo
B, WEREZD [EBRIZDRIED A — V], [BBERIZH
BEOA—N]| EERTEEY [BREHBLA] &
SHELD 2T, FREPRDA- VO, EEH, E
BRERLIZONVES ThHhbH. £6 13 4IROWFL>
AF LB LRIERTHY, K5 LEK6 DENE
TR x 25 AFRICHRBRLA-ZLILE o THRLNS
BETHILLEZDILNVTES.

#£6 L0, AROPIEL AT LIZBWT, 2—FH
FRE LHE LB E0ADEEE RIVUE, EEEITH
Q%I ET B Z VIO LND.

5.2.2 B4 7% ULERIHEDFHE

1 HDOFHZE X — VEF BN S WL —F DX —

AL, BAR a OFD T LIRS,

5.2.1 HOWERE O # ERL—F LIREL, 26~27
BORFEHRFHEED OB 74 (H~N) 12D
T LITAET->THH). O0&E (THUA) O

SEA—NVE/E (30 HEILIE) OZEX—VOH
ST Y FAIA—NVEBRE, H~NIZA —IVALD

AEERTA. H~NIZ, A —VoO#HE%E [HEICK
FED A=), [HEEIBEDA—)V], [BERZEHIRE
DA—N], TBEZIFBEDA—IV]| O 4RTEHET
A. 60 BDOA—NICH LT, A=)V 1@ 1BIZBIF
HIEERERENZ.

%3, 013 H~N OEFROEENEIREHR T
HY, H~NiZ O Lt wi) A\x L {HoTw5b. Z
72, H~N O 1 BOFHZEA - VEERT IIRT.
BT LOERICBVLTIE, RBERHFVZELT

I —FOEFBREE BV R 953

RT BEED 1 HOPHZEA—NVE
Table 7 Average number of e-mails that adversaries
receive.

H I J K L M N
1 HOFHYSEH | 30 40 5 40 3 2 15

F8 MADA—NIIHT LM 2 IREFES AT A THOEER
Table 8 Correct answer rate for other’s e-mails on two-

alternative question system.

H I J K L M N #t
BEREA-LVE] 60 60 60 60 60 60 60 420

EER 35 25 28 37 33 31 27 | 216
EER (%) 58 42 47 62 55 52 45 51

F9 MADA—NMITHT S 4 WERIEY AT & TOIEER
Table 9 Correct answer rate for other’s e-mails on four-

alternative question system.

H I J K L M N
BRA—LVE| 60 60 60 60 60 60 60 420
FESE &I 16 1 40 60 48 35 29 229
EER 13 1 18 37 28 18 13 128
EEE (%) 81 100 45 62 58 51 45 56
L ] 44 59 20 0 12 25 31 191
EER 22 24 10 0 5 13 14 88
FEE (%) 50 41 50 — 42 52 45 46

a1

WA A—LVOREFEYTELIECHIzoTD I A X
% ATREMDH B & E 272729, 5.2.1 HD O LSO
BEE P~V Tid% <, 1 HOZEA -NVEPI
H~N 28z LTHRALZ.

RERT, RNFEHROER L R, EBREZ 2R
Mo 4 FRICHEAL L2 2 ICE AR T F LRI
DEALERARL Z LB THS. £2T, T, #
BL2IRY AF L E R LIEEORBEDIEEERLH
LA, TNERBIIRY. £8 LD, ODA—)V
AT A P EERII51% Tho7z. LoT, WEE
H~NZODA—VOFHEE [HTTo1TH] TER
B ELDPTE Dol Vi A,

KT, AROBEE Y AT LB BHED T F LI
RERLIZODPERY Thb, £9 L0, WEEIHE
LY L2 A OFHIEEERIT 56%E 2D, 24V A
75 EIRIZERIC, WEEH~NIZO DX —VOFH
 [HTTFolFH] TERZAZLLDITELRDPo72E
W) ZEDSh,. BB, BWEE IOIEERN 100%T
HAHEN, BRENZZ60BD A=K L, HEFEITH
BiCX72A—VOED T zo2 1 BTHDH720, BHT
F LAV E WD 2 L2 EKRT 2 DD TIER .

DEO#RLY, AROFIEVAT L (HERFRK o)
Y T F LSRR E#E IR 2h 0, RAE
BEOYUERTHI N TH D LR TS
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954 G 22 &5 CER

53 43I—-AX—-NEEDZAR BREX B D
S

BEFR B IE, MACA—-VEFINLLTD,
AR ZDA—VHBERLI—FDA— VD0
= A=NVRDPBGhLLENEN) T EEFFAEL
T, FBFEFRICBIT ST 54N ORIBEORR % 3
ALNRTHD. ZOFHEEIT) TH2-TE, (1) K
BEVEREND A - VAR T, #AHFEHL—
PFDORX=NHF I = 2=V ZHiT 5 L nfe
ERETHL 2R/ EE, (i) F¥I—A—L0D
RBAIZEY, ERL—YRAOREEIIEIET Y 2
L) BBEPELR VP EHARL I EDPLETH B,

5.3.1 HEEHICLDZFI—A—ILOHBIEER

KEEIE522HOH~ND T4 THLH. ZOT4
12, 521 HOBEE O DA—VEFI—X— L%
TUYTALABMTERL, #0060 [EHI—-HF O D
A=NV]| THEN [FI—A—)] ThHir»2INTE
ZTHHH. B, 522 HTLR72A, #HEE O
FHEE H~N OFEEROFRENEIREHLE TH Y,
H~NiZO Wi Ax L {HI» T3,

O DIERHDZE A - VOHEIL,

o FHEED A (O IXFEHRELF2) 71 HED

& THB)

o ITHEND =2 -2 A — )

THh, CTEUTOEIRFI—X—VEMES T

e L7

o Web TRHENTWAERLF L) F4BED
A=Y TNVADN, A= HT BT AEE
DALV (QOIEFIHRSEDA—=) Y FYRK, X—
N T R LT

FI—A—VOREFRIL50%E L7z, #BE H~N
W&, I A=V 50%EENTVE L) IERE,
"I = A= )Vid Web TABEINTWAEED A —1)
YITYARN A=AV DA-VEFHLTHS
L) IEHE S 27,

9, O D&k (7 BURN) OZEX — L Ddpy
51578, B (30 HEILAD) OZEX—Nodps
158% 7 ¥ AICEIRLZ. kIZ, FRox—1) »
TYAM, A=VIHIUDORHb>TEHED A —
ZFI-XA—NVELTRELTBE, 209955
FAIZ30BDOA—NVEEIRLZ. 2L T, 7608
DA=N%T ¥ LR THREEICERL, HEE
W TEHL—FOX =)V GBEDRX—)V, T35
DA=N)], [FI=X=NV] D2RTEZTH SV,
A=)V1@E1BIIGTHIEERLRA. BEEER10
IR

Mar. 2006

10 WBEIILDLYI—A— VHRUOELEE
Table 10 Detection rate of dummy mails by adversaries.
1 H I J K L M N ki
ERA-NVE| 60 60 60 60 60 60 60 | 420

E&H 290 27 39 40 52 27 26 240
IEEE (%) 48 45 65 67 87 45 43 57

11 KALLB 5 I =2 VHBOEERE
Table 11 Detection rate of dummy mails by themselves.
O P Q R S T U &
EmRA—-VE| 60 60 60 60 60 60 60 | 420

EEHK 60 60 58 60 60 59 60 | 417
1EE®E (%) |100 100 97 100 100 98 100 | 99

F£10 L), WEEL 2™ 0% DEVEERTO O
A=NVERBS>TWD LW EERIE LN, EBRE,
LICHERYFAEEITo728 25, KEBRTY I— X —
WELTHBELIZA=Y YT ) AN A=V HI v
LOABEHLIZEDDD, A—LEALORNERER
BREDOLEDRA=NVDRY I—=RA—VTH5HI LI
MEETH oIz DZ P57,
L Lads, #EE 7 BOFHELERIE 57%T
HHZ DL, —HEIIE (FI—A—LOHFT%E
PICRETEND), BERENA—UHFEHL—
DA=IUPT I =X = VHHIT5 2 Liddh HEER
HTHLLEV) ZEPHIDOLNT.
5.3.2 I —X—IOKXABIRICKHT 3=
WeBRE I, 5.2.1 HOBERE O~U DRI 74 Th 5.
AEBRTEIHBRE D ERRAEEDOHAEATH LI EH
b, ¥I—-X—)LE LTIt
o Web TR ENTWAE ITHEDA—1) 71 R
M, A=W T VICBITFHLEEDA - (K4
BEIINODA—) T )R, A= HY
YEBERLTOWRY)

ZFIH L7,

Y, BWBREORE (7T AUA) OZEX—LVD
P05 15, #@E (30 HETLARD) DA — L orps
1568% 7 ¥ LGERR L. RIZ, Edox—1)
TIVAN, A=A HTDOHD>TEHEEDA—
BYI—A-NVELTRELTBE, 209055~
FLIZ30BDRA—NVERIRLZZ., #LC, 360 @
DA=NVE T VT ALGEFTRNCERL, &hEBRE
W BEDA—=V GBED A=)V, FTEED A —
ML, [F3I=A=N] D2RTEZTLHW, A—)
18185 EEREFN. EBREREER 11
IR,

F1l L0, ZEALOWEBREDOELEERHI 100%TH
D, 100%DEEFRE 4 b b o - WEBE Q, T I1xt
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LHIEIT 100%IEVIEREETH S Z LD ENrO LI
B, COfRFERLY, FRI-FLLETEANDERX —
Ve FI— A= VOHKNIIITITHEIEIIT) ZLHTE
B0, ¥I—A—-Vi2GHLHEE EERHFA B %
BHLZELTH, RARERZETIESL 2 L3
EAELRNWEA) W) TEPHARFTE S,

54 % =

5.4.1 EHRRLE - BHRRIMAEEEOHE A & 33

RE LAFRRIERICOWVWT

52 HiNEBREEL, AFRXIF—KOHEADEE
CHFIHTEETH S L W) MR ERT Z LATTET.
727701, 5.2.1 HTiTo /- EBRTIE, SHEBREIE 1A
ﬁm1§wiﬁﬁ%%4ﬁﬁﬁotﬁif%é e

, R O ) BICHEICRAEEZ R ETLEFD S
n&tk &, BEEHDETI) HICBEEOXA -V E
MELRLZLICEY, Bk BEDREORAESFI
X ENDLWREDH L. IOV TIE, BER
27V, AFROFME TILENH L7725
54.2 BRAX a 22WT

5.21 HTIT - - EB LY, BIEFRFORRKEZ 4R
2L, =V HGIREE LB LA — VDA ZERE
AT AZET, RBOBEBRZ X — Ve S HIZHkR
L, RAEEREERICRD SEE LN TE .
2770, RAFK o 2BV TIE, 22— (B
AR, TEEBRZZASRE] L& X HEORERW AT
ML 25, 722218, COEM% ¢ BREYET A
FADOBEIIBWTIE, BRENS i #HOA—)VOH
IZa— 8 [HEEICERE], THFEIEE] LTS
B A= NHAh o fzBIIE, BREED B OHIWTIAE
HENRB XA =N e ) BEEBEN T 5 Z L1
b, WS, THEECEL], [HEEIGEE] L&
@ﬁ#z@k??éifﬁﬁ%ﬁ@ﬂ?li&vzf
LE LA, HEEICHITE S X — VD8 @IERS
NBTCTHILPERT LI &Ilhb.
BAAERNICE, 2IWAFXOEMZ 10 H#Y
EL-BEORZEOMEEN 20 =1,024 BH TH 5
DIZxt L, 4IRFROBEIF 41° =1,048576 @D &
A,

5.4.3 RAX B IOV T

5.3 HiTiTo 7 ERR LY, FREERFICERT A A -V
IZFI—X—NEEDLHE, REFIWLTIERS
NI A—NVARYIZFERLI—FDLDTHL0END
W% H A BREREICTL28EFH Y, ERL—HI
U TIIARATEIFICH 720 TOBEIZZLRWVEV)
ZEDHERTE.

72750, wBAR B EERCHETLITNE, EHn

Zo—F DEERE & A\ 72885 955

IA—=NEFI—A=VELTERTLVDODR, Z0
FI— A= VEHBICIELRY, ERIICERY
HIZIZEIThIZEVOR, REDHEELHIL T
SLEDVH 5.

F72, FHI-FOA—VIZBWTIE, KRBIZEL
#0lF720), BEHTHSDAM Y HEDL Z & Hi—KE)
Thb., TNHFL, FI—=A= VIR ERANDELR
ZANIBR V., Lo THEBEE, Ly, ER
I—PFPRE LA —NIIOWTIE, TREEEICE
BB ENTEETHS ). THITFLT 57201243,
A= VDRI EERTHIZHT2oT, EHLI—-F D4
MPBLZEWHFIAH LT » TEEETLLILRTER
WU EELBEEDNS,

FI—A=)VEEOLFEER, ERLI-FOX -
Y I=A—NVOHRIETEN) [REFRIET] ¥
AFOTFaA—FThHh. EHRL—HFDA— Vo EEE
BICERENS ZE BEREIE L72WEEITIE, 72k
21E, [FMEAMOBHEIEHTEIREDLI—FD
2TV 40 PIN (REEEES) sRETHI L
Wk, ITRE-KEREEAERL, ZHIINALTL

—FIZR LT, AHROEEELT) | L) 2 BRI
DFFAF R R RATHLENH L1259

6. ¥ & ®

KBHILTIE, (AT —-F%2HEZ5] 5 [RXT
WHZERNAT=FIZTA] L) art7 bOixg
BPIzX Y, FUEREZEROmME LML T /82T —

REUEEAR & LT, = DOAEEREEE % F\ 7385
T%ﬁibt.ﬁi%kiﬁéﬂéﬁ LAV a—
FA4 Y TRETIR, HOQLRBORERCHHBRED
QAR — e LTHATES. Zhonnrz
NAT—RFELTHWAZET, 1) NAT—F%2&E
BB (TTICH->TW5), 2) lAIZE-
T, 2—HFONRAT—F (§hbb, 2OL-FD
HANDFRER) 2552 LidEELY, 3) TEIER IR A
& L BALT B0, HEABEDY A LA T/
AT — FOEHIITbNLE L EOBEYAL, RO
BLEECBVWTAMEN L Zet % HbERORAR
HASERTEL LHFEINS.

F7, AFXOTO ¥ A4 TL LT, PCIEBITS
ZI—FOBT A - VOEZEREEL AV — ¥Rk
VAT LEBEL, EEERTELT, TOEHOT
Rt R L7z, S50, EBERBRTHL ML Ro /2K
BFA—NVRIFF L AT L2ICBITABE L,
DIEBRE A~V ESHICHRTH7-0DOHREARE,
TIGANY OB BERT LD BHRNEREL
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956 TR HRALEEE

7. FLT, FNFROYEBRFRICOVTEERLIT
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