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A keylogger detection using dynamic API inspection (part 2)
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Abstract We have proposed a keylogger detection scheme by monitoring APIs which are often employed by
keylogger to capture user's keyboard input. The previous study has shown that the scheme is effective
against unknown-keyloggers. However the scheme has a drawback that it may fail to detect keyloggers which
conceal their own processes from users. Therefore, we enhance our scheme by including this behavior of
"concealing itself” as another typical keylogger behaviors to be monitored. This paper carries out basic
experiments to evaluate its detection rate, false detection rate and overhead.
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