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Abstract We have recently proposed an user authentication system using "unclear images" as pass-images, in which only
the legitimate users can understand their meanings by viewing the original images corresponding to the unclear pass-images.
These unclear images are meaningless for illegal users. Hence it is difficult for illegal users to remember the unclear
pass-images, even though they observe the legitimate users' authentication trial. This paper reports another advantage of the
user authentication system using unclear images; the adaptation of unclear images enables the automatic generation of the
decoy images which are displayed along with pass-images in the authentication window. Here, we explore the way of the
automatic generation of decoy images.
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REHBREVZD. TOREEEATE, MILER
HHRCERZEEGE LTHBETA LN TE R LS
Zbhd. —F, Menkriz, AV I FALEBICK

LCR¥%OMIEToEE, HoMrMIINZHE
BELERETETLEY, “hiEEHGE LTHAYT
B2 EBIZE S TR,

72, M2 0EHZH>TVWEHETH-TH 4.1
OHAZEL T TR 40EBOBEROBFEISEE L 2
ol EWIEENLDL, AFRERAVNIE, EH=—V
DEBLTVERAEBRRLERZ —FIT & > THIGRR
ODBEVE/PLTH, ERa—VREILEZEZT L
DEVWVEHEGRZERTAIZENTAEELEEZLOLND.
f/, MILEMBAELEBZEICLY, ZHEEHKLWE
B EHCERTHEEBTETHY, EROEE
RIESFRCBTAHEERORBEICE T HELRRT
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4.2. ME®BOLE R FIE
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a) HE®1 (B OER)

[ Step0] 300X300 ¥ 7 A D 256 fah T — @ §
Difxy) ® AET 5.

[Stepl] DI(x,y)%# B8 L& 7= B % RDI(x,y)& T 5.
His DA EIX, 90 FE, 180 B, 270 o 3 FEH
Thsb.

[Step2] RDI(x,y)% A Y P F VBB I(x,y) & LT 2.2 Hi
IR LT REE{L AL % (Stepl~Step6) %17
W, BoNTEARAERAEGREEESR L L5,

b) HEE®R2 QKoBERDOERIL)

[Step0] 300X300 7 &A D 256 a5 —EH 2 K
DI, (x,y), DI,(x,y) 2 AET 5.

[Stepl] DI, (x,)i"R L CDIL(xy) 2 EHwWO=Sw=1)
OMELHIZEI > TEREGLOELEBEZITV, &
f80ODI; ;(x,y) 5B 5.

ODI, »(x,y) =
(1-w) DI, (x,y) + w DI, (x,y), V(x,y)
AEBRIOVAT AT, w=05&L7.

[ Step2] ODI,  (x,y) % Bl &5 L 1% 7= @ # % RODI, ,(x,y)
LT 5. BEOAE, 0 F (BEEE), 90 &K,
180 FE, 270 ED A BETH 5.

[Step3] RODI, ,(x,y) % &V ¥ T )VEBI(xy) & LT 2.2
BIC R LI REERLE % (Stepl~Step6) %
TW, BEohn = RAERICERZEER 2 2T 5.

o) HEE®R3 (AROEI AV MO TER)

ME 5 3 DAERICET 2 RERAET, ME# 1,2
BT AAEHHALAEBELETRERD. 20D, Tff
LB S IO THLHMHAT 5.
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[Step0] 300%X300 ¥ 27 A D 256 ah T —EHEB
Difxy)# BB T 5.

[Stepl) DIxy)Z R TED X 5, 15XT5 7 L H
MOETAV MZRBEIL, SRR TADLD
e ZAV PELEVCEZD. AV POED
Bxicky, BHRSDI,(x)5/’5.

[Step2] SDI;(x,y)% €/ b —{b L7k, AT T
L¥— (LB E LT, B IRV TR
FRELLEBRSDLGy)EES.

[Step3] SDI,(x,p)icx L, 6X6 7 /7 v v 7 BiL

TEYPA 7LAEBEITV, BBRSDI;(xy)E"5.

(7 vy 27k, 7vey 7 NOEHEET—6
KR RER35.)

[Stepd] SDI;(xy) WBWTEY A Z/ALLB IR TN
287y % | BiR LB LUEERM, KD
BGOXSOEZ B/MMIZH LT, M 8IZRT S L—
DOE®E SXSOERILT7 4 VETIEML, B
BM,kDEED.

[Step5] My(k,]) © 1 EFEEZ 6X6 VA XDT vy 7T
HEL, TEROKXE SICEL, BESDI(x,y)
BB,

[ Step6] SDI,(x,y)% El¥z LS/~ E# % RSDI;(x,y) & T
5. BEOAEL, 0F (EEE), 90 &, 180
E, 210 ED4BETH 5.

[Step7] RSDI;(x,y) DEF A 7B I N T 0y
7R 1BEREABR LLERM; kD) (50X50 €
Z7EMICH LT, ZRTEDCTREZITS. &
BREHEOZOE®R2EE 1| 7oy LT
DCT#4fTo 7.

[Step8] Step3 TH LN EDCTHREDIEAER S RV
F~BRAERSOHEIC /A RERDBTFT—F %
52%. 5E0OY AT LTI, 1 22 &
FEEACLBLRLER) BTS2 7 LV —0%
BRI % 9 A DCTHR#IZ, -100~100 DEE T
VELIZRAL,DCERSIX0E L. 2D,
IDCTAEIZ X - TEEM, k) 2B 5. 2B
AoV —RFIRECRACEE2HZREL, AUE
BIZH L THBICRCAEE/LLEBGEIER S
nNaLE52oTW5.

[Step9) M, (k) © 1 EF % 6X6 1 XDT ryy
KHEL, TEROREISKCRELZE, BUOE
AN L —LOLBEITo CTHE
RSDI,(x,y) % %.

[Step10] RSDI,(x,y) &% LT, RSDI,(x,y) % EHw(0
=Ewsl) OMEFHIC L TEREDELE
17V, EBOmxy) 58 5.

O(x,y) =
w RSDI,; (x,y) + (1-w)RSDI,(x,y), V(x,y)

SEIDYVAT LTI, w=03& L%k, Bbh
A ERZEE® 3 T 5.

11234 16 | 15| 14 | 13
51678 1271619
9 10| 11}12 81295
13|14 15] 16 42131

K7 ®Z7 A (£)
RO A Mo TEL (F)

12

25

37

S0
M8 FRLE (E2»LLE) 2175 ER

WETE, MEOFECERSNE 3 AEOHER
ERMCEERE T, REBQARTRO LA R
ET 5.

5. PRAfh £ B
5.1. B 1 (A v B FE4E)

® ERBRoOHKW

AV FLERENL (SR, thoBE L
EREGbERLY, B AV MIHE L LETHOEL
ZO) L ECAREHLCLEBEZITVWER L-HEE® L,
MIETHLTRER LZBEORERLER L % L
LT, MEORDITIBONBRNLE I PEEBERIC
LVRKRIET S, AH T, EHEROERFET &ITHK
BRI REME S EBR % 1T o 7.

® EBRFIE

AEBRTIE, 428D a)~c)lc THHA L= FETER
SNZEES 1,2,30FENEThOERE Y MZNZ,
oz, LTo2 oB8EROEE#EE Yy MHER
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DOXREE L.
a) EE®K 2 (EEE)

ME# 2 OAERFIEICZBIT B step2 T, BT 0 F
Bz AWC (ThbbREIEGLEEZITLTIC) £
L7z
b) HEE®R 3’ (RE&E)

MEE# 3 OLERKFEIEIZRIT S step6 T, EIC
HExBWT (ThbbEELEEZTOTI
L 7= B &

o
B o
=

AERVAT A, HREFIL, RolKKFAT L5742
ROFBPAEBREZRTTS. 2H0ORN, ¥H550n 1 HM
SN2AEE (EMToRER{ER) THhY, 51K
AEE S (EEH1, 2, 3, 2°, 3’OROVTRM») T
HBH. WRERIARERZHLSATRLS, 2 %o
BHROFTTHANERMIIAZERELE S bD %2 E
RT5., ZOEEZAZAEBRLIBEEBONT %7 ¥
AZBUVELAPLEHBREIC - EHEROBBR I L
5ETDIT->TH B oz,

2 IRVAT AL LUEHEBEIZ, REEFROFEREIZL
S>THEEBLERRELETH-TH, AFXTERLE
EE#H (WLInAEHES®) & 28K (T
ENTVWARWAERHIER) LE2RMUTIZLIER
THINEHRTHEDTHD. T, HEREIIZ,
EBARBREHDDIANIC, EERTHAVWLN S MEEL
(FEOFRERALLER E ZTOREHCLEZ T HRTOE
%) OFEVWSOPRY, SHEBEGRERFECHTD
HBERDTCHLE-. 2B, HAHBAOBICHKERE
WHIR LEEESIZFRMNERICIIANO R,

=9 2RI RF LD HETEG

WHREBIIARZERERZEAESAHTHD. KHBRIT
R WT, #IRERIRSRT TRy, KBEOERRTHE
BL-E®RE, BB EOHHRE>TVWEIHERD
XOEEEB IR THI. ERICBVEZEBHOEEE
BIZA LV —Fy P ETARENTVWIERZ ED D

RELE. ABORFIR LEEEEBIE, BEEZIC
FVEBRREASRODLNTVWIEBETHD.

® EBRER
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