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A Study of CAPTCHA Configuration with Machine Attack
Defensibility and User Convenience Consideration

Ayane Sano!  Masahiro Fujita’! Masakatsu Nishigaki'

Abstract: In order to satisfy brute-force attack tolerance and user convenience, we proposed "Directcha-maze" [Sano 17]. In it,
multiple CAPTCHA tasks are implicitly embedded in a maze. What users are conscious of is a maze solving task, and thus it is
expected that users do not feel psychological burden for repeating CAPTCHA tasks; rather, solving a maze should be an enjoyable
task for users. In this paper, we show another advantage of Directcha-maze which we did not find in the prior work and, in addition,
propose a method to reduce the response time. Specifically, this paper is organized as follows. (i) We rethink the concept of
Directcha-maze. As the result, the authors found that our method contributes to improve not only brute-force attack tolerance but
also machine learning attack tolerance. (ii) In order to reduce the response time of the method, we propose using some goals on a
maze. Developing a system of the maze which has a start and four goals, we checked the effectiveness of the method.
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Figure 1 Example of text-based CAPTCHA.
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Figure 4 Example of Directcha-maze.
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Figure 5 Example of Sketcha-maze.
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Figure 6 Example of Directcha System.
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T 5. BB OV A R, 300 MWz X R 300 @S L
oo HA TV 27 b0 y WO FE & 45 FE, 135 FE, 225
B, 315 EOFNENE T A AT 1 OBATHEEE L TW
5.

Z—WR, WE EEICH S Start RH L E7 Vv rT5H
L, TOR=TORIENBRB SN, BIZEEROFHIE E
5. FRMEEBICRWT, 2—FRFA T V=7 FomE
KIST HEEZE RN E7 Y v 7 LTHET D, B %, 7
U7 SNFe ARV ERBICETINRS (K6 oM
BRSNS T LIRE) . — &, BIEEETLEED,
Submit X% %27 U v/ T 5ETIHERZEEEETH &
MNAEETH B, Submit A& 1% 6 BT X CTEMEIZE L% T
&wk77%47’&6&b\6FT¢<T@W%’E%L
TG AR - C, TEf#) &HIE S 2. BIZREF OFHNE
i~%h$m¢$5/%ﬁbfﬂ%,meﬁ&/%7J

ERRE Y

][] <R [

{i

[X] 7 Sketcha 0> FEER T A7 A FRGIE M T 1)
Figure 7 Example of Sketcha System.

v 7 FHRENARN T (6 [ Directcha N, —H% )N
BBRICEE L8 OEZEAARNVE I Uy I T5ETE
T 5.
5.3.2 Sketcha DEEAT X T L
Sketcha D FEER T AT AORFEEE B & X 7 12T, &4
TVl b LEFMEZ Y v 7T HRATH D LSMNT
Directcha DFEFRT AT LA LR L THD. 2B, 4V oF
@ Sketcha (X, E{LLZAT =7 MEIRZFIHAL T
BN, SEOERTIE, MOERY AT L EFEMEEFR—IC
T 5720, BBORBELEIT> TR, FAT V=
M, £A 7V bO y BORERE L 45 B, 135
225 JE, 315 EOHFMNEE T U H LT 1 DA ThHEE S
7%, 28K LC OB, 90 B, 180 B, 270 EDH b
FUHE K OBRATHEEL TS,

5.3.3 Directcha-maze DEER X T L

Directcha-maze D BRI AT A ORFEM HEF] %2 X 8 (T
g AL —ME I LONLE, REONFRIL 4 B TR~
LBYVTHD. I—ANEXLSMNE, BEBEBOY A X
X, ME745XAR 1200 BiFEE Lz, £A4 7V =27 bO y#lho
[lds A 50T, 45 BE, 135, 225 %, 315 DO nbnb 7
UHEAZ—OBEND. x B, z 2B L CIXEER L As .
Z—WFN, AF— I HEIZHDIME TV v 7T 5L, (A
BEEOFHN B ES. 2 —PL, ~ VR EZENT & T
ATV NOEEH B EWS. o falix, wEao
BEMTERRIND (M8IX3HRHEETEU-T4RT). D
BTRXDOLEYEIBRTRX ~BE#LLE, X b
X~HERLZELARETHS (ZO%LE, XD X 13X
WorzZ L6, Wl LS X2 X OEMIHEZ
B). A= NVFETlot, I—NDOEE I Y v LTz 5E
BT LD, Submit RF L, AR TEEBIIT 7T
4 T ee D, RERFHORRE, T—NoEEs Y v L
TR TR T LTS,

5.3.4 Sketcha-maze DEERS X T L

Sketcha-maze @ FEER o A T A OFRFEE H ] 2 X 9 12~ .
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8 Directcha-maze M FZHk I A 7 A GG [ 1

Figure 8 Example of Directcha-maze System.

9 Sketcha-maze D FEERS 2T A

k[ 7] 5]

Figure 9 Example of Sketcha-maze System.

F 1 FEBRHER
Table 1 Experiment results.
Directcha(lt v F&H7=4) Directcha(1fd7-4) Directcha-maze
WERE EEE EESS IS RERE EEX B & B[ s] RERE EEX B &R [s]
1 5/5 5.76 1 30/30 0.96 1 5/5 5.17
2 5/5 7.40 2 30/30 1.23 2 5/5 6.05
3 5/5 6.61 3 30/30 1.10 3 5/5 6.38
4 4/5 6.05 4 29/30 1.01 4 5/5 6.48
5 5/5 5.43 5 30/30 0.90 5 4/5 7.62
Fi5 96.0%(24/25) 6.25 Fiy 99.3%(149/150) 1.04 Fig 96.0%(24/25) 6.34
Sketcha(lt v F&7= 1Y) Sketcha(1f& 7= Y)) Sketcha-maze
ERE EEE B & ks [s] ERE IEEE B &R [s] ERE EEE B &R [s]
1 5/5 5.25 1 30/30 0.87 1 5/5 6.06
2 5/5 7.38 2 30/30 1.23 2 4/5 8.69
3 5/5 5.57 3 30/30 0.93 3 4/5 7.76
4 5/5 6.20 4 30/30 1.03 4 4/5 9.00
5 4/5 5.84 5 29/30 0.97 5 5/5 7.69
15 96.0%(24/25) 6.05 9 99.3%(149/150) 1.01 5 88.0%(22/25) 7.84
FT R EOAT Y =7 b OEETTS R D UM, 55 ERER
Directcha-maze DFEBRI AT A LR L THD. BRI 551 IEEFELEERRE

Sketcha DEERS 2T A LE U THS.
54 BT

PRI AR PR T 2FES A TH D, KBRE
|Z, Directcha, Sketcha, Directcha-maze, Sketcha-maze @ 4
HAENZNORMEZ 5 TSN TH o7, HFIR
CRLE L, 4 HXZ EONAE TIT o i, #E LIt
VHERMIPRE LT EBRV AT AMIEND D, SHEERE
%, 5 By FOEREKEOHNC, BN+ LEEZILET
ETHME 21T ZLafrliz. 2L, wREEEI
KIES Ty MIFETHRHNTHE b o7, MEBLUOERET
FIAT 5B EE BB AR EZIT>TRY, MERR DS
B (H2VvE, EgR) NHEIND.

WeBR#E = & |2 Directcha-maze & Sketcha-maze OO IEZ& R &
EHEERE A F L OTERER LIIRT. Kb [HE
K] 1IAFICR T D 1 'y Fd7o b ORIERH OFE T
H%5. UTICZEOHMERT. 22— [E % HEO R
KX, 2= ~Oe 7V T a5 L.

Directcha-maze D IEZ K, F1 96.0% (WBRE 5 4 X5
Ty b=25 v FOEER, R 24 £ b, KD 1
Ty b)) Thd. #HHRE S PHEELTME 1 £y oK
&, 7V NOXEFROBREH TH o, FEHEE
REHIE, 634 B THS.

Sketcha-maze D IEZA (%, ) 88.0% (25 & v hDEIZE
th, BRI 22 v b, KRR 3By ) ThDH. HRE
234 NHEXZMEZNENORKIL, $XTHT V=2
NOBEE G A AR L, BBol FREATEZ Lo 7.
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FREEREENT, 784 B TH D,

Directcha D IEZ (L, 15 96.0% (25 & v FOEZEH,
i 24y b, KB 1Y M) THDH. #EBRE 4 5M
BARE L'y FORRKIZ, B R0 LEENT
bl FHRERRIL, 6258 THD.

Sketcha DIEZZIE, 15 96.0% (25 & v hDEIZEH, FE
D24ty b, KRR 1EY b)) THD. #ERE S BHIE
ZT-RE1 2y hORKE, A7 Y7 FOEESHOM
ok Cdh oo, FRRIEREIT, 6058 THD.

5.6 HA
5.6.1 Directcha # X 7 #% ) iR L & Directcha-maze O LB

SCHR[8I TIE, MM 72 V& 4096 TH— L& &,
Directcha (6 [ 1 &~ ) OIEZFRIL 96.0%, F-H[a1% FREH
1% 5.49 B CTd - 7-. Directcha-maze (1], =—/1-2) @
IEE 1T 96.0%, FH AR 6.76 B Th o 1=, T72b b,
Directcha-maze D1 9 2% 1 B LA BB RIZ /2> Tz,

AENE, #1IZRLZEEBY, Directcha (61 &> )
DIEEZRIT 96.0%, FHEIEERIL 6.25 #Th > 72[d].
Directcha-maze (1 ], =T—/L 4 2) OIEZERIL 96.0%,
HEIEREH 6.34 BT o 7. T OFIHIL 0.1 BERETH D.
Directcha-maze @ [FIZ i 2%, Directcha (6 1 &>~ ~) @
R & [FARE ORI /e o722 &b, T— 28
{29 % Z & 1% Directcha-maze O [RIZ R &M+ 5 Z &1
FEHELTWDZ EBbND.

5.6.2 Sketcha # X 7 #& YR L & Sketcha-maze M LLEX

SCHR[8]CiE, Sketcha Y 3K LIZBIT 2 #Ffli 247> T\
Rniesd, SEOERFERICR > TRm AT .

FILIRLIZEBY, Sketcha (611 &y b) DIEZESR
1 96.0%, FHIMIZEREMIL 6.05 B TH > 72, Sketcha-maze
(1 [, F—4-2) OIEERIT 96.0%, FHIEIERFH 7.84
WThotz. FHEMRND, Sketcha & Sketcha-maze O fEIZ
%, 1R DERD T

ZOBEIZOUVNT, FEERE T #I(Z Sketcha-maze (2B 2
I 2 WRE D 2 & TotraiT o7z, ZOREE, T4
Tzl bOEFFAHEATH L) 2 EISEFIER &
51 LWV O IEFICHIREON G572, —F T, Sketcha H
RIZREOB R (EFmE 27V v 7 35 0IEMENH 5)
LW BERIIELNLRN o= T LM E 72 F 2 OILEK
WD) B TElME2 Yy 7+ 2 DIREMERRN] &
W ZOENEIZROZE LTHEHATHWD D L Ebh
% . A§w3CiE, Directcha-maze DIREEITH> LD THDLH D
D, ZDRIZHONWTE I DITRVEF ZED 2 0ENH 5.

6. £&H
SCHR[S] TR L=k KX D CAPTCHA H 5

d SCER[SIIZMEY - AFBCHLET AV ZFHALTEY, AEIERARLZET L
ZFIH LT\, Directcha D[EIZREHANE < 72> TV A EH I Z U3 R IA
ThdeBEZOLND. ok, ERe LR 2—F~Df v X a—%

[Directcha-maze| Z B L7=. AfaTiL, AR &M OILE
BERD L DTS oM B2 s Lz 261,
T VEBHEEE L LICL Y, BIERR ORI Z R
L7-. Z U, Directcha-maze 7} Directcha & ¥ & [H]12HF[H]
B1FRPLL BBy o7z &9 STHR[B)| D E & iRk L2 DT
bDH. A%, KEELRIERZT->C, #EFXOFMME
RN DIE, WEMMEICED 2 IR0 E{To TN E
7200

B ARCERET DO AT, FREKRT TN BRI
RAICRABFLOBRELD TMELTHE F L. f Y K
AR AT R I B o T E A TEE E L. K
THER L3 WIEA T V=7 MY, A X 73! (htp:
//sakura.hippy.jp/meta/), TurboSquid (http://www.turbosquid.c
om/) 3D MODELLE (http://ja.kostenlose3dmodelle.com/), 3
D Warehouse(https://3dwarehouse.sketchup.com/?hl=ja) 72 & C
ABENTWEHEMTYT. ZogEM THLH L EFE
7.
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